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System Calls

▪ OS defines a set of system calls

• Programming interface to the services provided by OS

• OS protects the system by rejecting illegal requests

• OS may impose a quota on a certain resource

• OS may consider fairness while sharing a resource

▪ A system call is a ____________ procedure call

• System call routines are in the OS code

• Executed in the kernel mode

• On entry, user mode → kernel mode switch

• On exit, CPU mode is changed back to the user mode
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System Calls Example

▪ POSIX vs. Win32

Category POSIX Win32 Description

Process
Management

fork CreateProcess Create a new process

waitpid WaitForSingleObject Wait for a process to exit

execve (none) CreateProcess = fork + exec

exit ExitProcess Terminate execution

kill (none) Send a signal

File 
Management

open CreateFile Create a file or open an existing file

close CloseHandle Close a file

read ReadFile Read data from a file

write WriteFile Write data to a file

lseek SetFilePointer Move the file pointer

stat GetFileAttibutesEx Get various file attributes

chmod (none) Change the file access permission

File System
Management

mkdir CreateDirectory Create a new directory

rmdir RemoveDirectory Remove an empty directory

link (none) Make a link to a file

unlink DeleteFile Destroy an existing file

chdir SetCurrentDirectory Change the current working directory

mount (none) Mount a file system
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OS Trap

▪ There must be a special “trap” instruction that:

• Causes an exception, which invokes a kernel handler

• Passes a parameter indicating which system call to invoke

• Saves caller’s state (registers, mode bits)

• Returns to user mode when done with restoring its state

• OS must verify caller’s parameters (e.g., pointers)

Examples:

SYSCALL instruction (x86_64)

ECALL instruction (RISC-V)

User process

Kernel

User process 
executing

Perform
system call

Execute system call

Return from
system call

trap
mode bit = 0

return
mode bit = 1

User mode
(mode bit = 1)

Kernel mode
(mode bit = 0)
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▪ count = read(fd, buf, 512);

Implementing System Calls

main: mv   a0, <fd>
mv   a1, <buf>
li   a2, 512
call read
...

read: li   a7, 5
ecall
ret

Dispatch
read syscall

handler

❶ store fd to a0
❷ store buf to a1
❸ store 512 to a2

❹ call read()

❺ store read syscall # to a7
❻ trap to 

the kernel

❼

find read
handler

❽

jump to
handler

❾ return from trap

❿ return to caller

C library

User program

User space

Kernel space
sret
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Typical (Monolithic) OS Structure

Kernel

Arch-dependent kernel code

System Call Interface

Hardware Platform

C Library (libc)

User Application

User space

Kernel space
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Trap Instructions in x86

▪ int 0x80 (+ iret)

• "Software interrupt"

• A legacy way to invoke a system call (used for 32-bit mode)

• Slow: use the same mechanism as interrupts

▪ sysenter (+ sysexit)

• A new, fast instruction to invoke a system call in 32-bit mode 

• Introduced by Intel (not available in 64-bit mode on AMD CPUs)

▪ syscall (+ sysret)

• Similar to sysenter, but used in 64-bit mode 

• Introduced by AMD (not available in 32-bit mode on Intel CPUs)
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syscall

• RCX RIP

• RIP MSR_LSTAR

• R11 RFLAGS

• …

• Initialize CS and SS from MSR_STAR

• Set CPL(Current Privilege Level) to 0
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Using a System Call

▪ Example: getpid()
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Invoking a System Call

▪ System call number for getpid():  0x27 (= 39)

In C library
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Numbering System Calls

▪ @ arch/x86/entry/syscalls/syscall_64.tbl
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Setting up the System Call Entry

▪ @ arch/x86/kernel/cpu/common.c



4190.568 Advanced Operating Systems | Spring 2026 | Jin-Soo Kim (jinsoo.kim@snu.ac.kr) 13

Entering the Kernel

▪ @ arch/x86/entry/entry_64.S
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Jumping to the System Call Handler 

▪ @ arch/x86/entry/common.c
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System Call Table

▪ @ arch/x86/entry/syscall_64.c
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System Call Handlers

▪ @ arch/x86/include/generated/asm/syscalls_64.h
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syscall()

▪ A generic library function that performs the specified system call 

• Symbolic constants for system call numbers are specified in <sys/syscall.h>

• Useful for a new system call that has no wrapper function in the C library

• Supports a variable number of arguments
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System Call Overheads

▪ Problems

• A processor exception is used to 

communicate with the kernel

• A synchronous execution model is 

enforced

▪ Costs

• Mode switch time (direct)

• Pollution of important processor 

structures (indirect)

L. Soares and M. Stumm, “FlexSC: Flexible System Call Scheduling with Exception-Less System Calls, OSDI, 2010.
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1. Vectored I/O: Batching Requests

▪ Scatter/gather I/O

• Reads/writes data into multiple buffers 

simultaneously

• readv(), writev()

• preadv(), pwritev()

• sendmmsg(), recvmmsg()

readv()
Scatter Input

Buffer A

Buffer B

Buffer C

file

writev()
Gather Output

Buffer A

Buffer B

Buffer C

file
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2. vDSO

▪ Virtual Dynamic Shared Object (@ arch/x86/entry/vdso/)

• A small shared library exported by the kernel that is mapped into the address 

space of all user-space applications

• Mapped to a different location every time (for security)

• Used to accelerate the execution of certain read-only system calls ("virtual system 

calls") without entering the kernel 
– clock_gettime()

– gettimeofday()

– getcpu()

– time()

– clock_getres()

• @ arch/x86/entry/vdso

• $ man vdso
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vDSO Layout
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vvar and vsyscall

▪ vvar

• Mapped just before the vdso page

• Contains data accessed by virtual system calls

• Kernel periodically updates the values (if necessary)

• User-space application can only read the values

▪ vsyscall

• A legacy ABI for virtual system calls

• Mapped to the fixed user-space address 

• Not recommended to use
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3. FlexSC [OSDI ’10]

Exception-less Syscall Interface

L. Soares and M. Stumm, “FlexSC: Flexible System Call Scheduling with Exception-Less System Calls, OSDI, 2010.

▪ Syscall page

• Shared memory between user and kernel

• Decouples invocation from execution

▪ Asynchronous execution

• In-kernel “syscall threads” pull requests,

execute them

• Post results back asynchronously

▪ FlexSC threads

• User-level threads intercept legacy system calls

• No modifications to existing applications Syscall threads
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4. io_uring

▪ Scalable asynchronous I/O infrastructure

• Unified I/O interface: read, write, epoll, libaio, …

• Asynchronous architecture with shared ring 

buffers: SQ and CQ

• Batch processing

• Introduced in Linux 5.1

• io_uring_enter() syscall: submit and/or wait for completion

• User applications can also poll the CQ for completion

• SQPOLL mode: kernel thread polls SQ, no io_uring_enter() needed

• IOPOLL mode: kernel thread polls the device for faster completion

M. Jasny et al., High-Performance DBMSs with io_uring: Where and How to Use it, arXiv, 2025.  
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5. Zero-Copy I/O

▪ Reduce the need to copy data between kernel space and user space

▪ sendfile()

• File descriptor socket descriptor

• No user buffer needed

▪ splice()

• File descriptor pipe file descriptor

• At least one endpoint must be a pipe

▪ vmsplice()

• User pages → pipe

• Maps user-space memory pages directly into a pipe

• Pipe → user pages: not zero-copy 
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