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Abstract

Network traffic such as Ethernet, Internet, World Wide
Web, and TCP/UDP protocols has been extensively stud-
ied, with efforts focusing on the Poisson process and self-
similarity. However, although SMTP (Simple Mail Transfer
Protocol) occupies a significant portion of Internet traffic
it has attracted little attention. This paper shows thater

can be modeled as Poisson processes or whether it shows
characteristics of self-similarity/long-range deperaien
Although for decades many Poisson-based network traf-
fic models have been developed in favor of their attrac-
tive theoretical properties, Paxson et al. [20] attempted
to show the failure of modeling network arrivals as Pois-
son processes. Karagiannis et al. [15] examined the pos-
sibility of modeling Internet backbone traffic as Poisson

scale SMTP traffic possesses both the characteristics of the packet arrivals at various time scales. Self-similaritpet-

Poisson process and self-similarity through an analysis of
high quality SMTP traces collected from one of the largest
Web portal sites in South Korea over a period of almost
nine months.

First, we show that, at small (several-second) time
scales, interarrival times of SMTP session arrivals are
exponentially distributed and independent of each other,
which makes it possible to model SMTP session arrivals
as a Poisson process. On the contrary, at large (several-
month) time scales, SMTP session arrivals exhibit self-
similarity. They are strongly autocorrelated across time
scales of days and their Hurst parameters are estimated
to be somewhere between 0.85 to 0.97. In addition, we
find that SMTP traffic consists of many individual ON/OFF
sources whose distributions of OFF-period lengths are
heavy-tailed, which confirms self-similarity of SMTP traf-
fic.

1. Introduction

Network traffic has been extensively studied with high
quality network traces, whose time unit is less than mil-
liseconds and coverage is multiple days. Most previous re-
searches focused on the question of whether network traffic
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work traffic has been investigated empirically and theoret-
ically [19] since the pioneering work of Leland et al. [16].

In [16, 24, 25], the authors presented that Ethernet traffic
exhibits self-similarity and long-range dependence, mean
ing burstiness occurs at every time scale. Further studies
show that the superposition of ON/OFF sources based on
the packet trains model [14, 18], each of which exhibits
the “Noah Effect, results in self-similar traffic. The In-
ternet [7] and World Wide Web [9, 10] are also shown to be
long-range dependent and self-similar.

Poisson processes and self-similar processes, which
have been key considerations in the analysis of network
traffic, show very different theoretical properties. Traffi
generated by the former has properties that its interarriva
times have an exponential distribution and they are inde-
pendent of each other. Such short-range dependent traffic
becomes smoother as the time scale increases. On the con-
trary, self-similar traffic is dependent on each other arsl ha
heavy-tailed distributions with high variance. Such long-
range dependent traffic always has burstiness at every time
scale, never becoming stable. In spite of these differences
further study on the Poisson process presented impressive
findings that there exist both a Poisson process and long-
range dependence in heavy Internet backbone traffic [15].
The authors showed that TCP/UDP packets obey a Pois-
son process at sub-second time scales, while they are long-
range dependent at large time scales. This suggests that
relatively simple statistical theories of the Poisson pssc
can still be applicable to the design and optimization of net
work systems.



SMTP (Simple Mail Transfer Protocol) [1] is an Internet  and individual heavy-tailed ON/OFF sources of SMTP traf-
standard protocol based on a server-client model for trans- fic. Section 6 summarizes previous work and Section 7
ferring emails. The protocol, which rules messages ex- concludes the paper.
changed between the sender and the receiver, is one of the
most popular protocols occupying a significant portion of 2 Background
Internet traffic. However, most existing studies on the Pois
son process and self-similarity of network traffic have cen-
tered on traffic such as Ethernet, Internet, World Wide Web, g4 hrocess and self-similarity which will be discussed in
and TCP/UDP protocols. Only a few studies [4-6,11,12] i paper. These are brief descriptions that are necessary
have been devoted to the analysis of SMTP traffic. These 5 ynderstand the following sections. More details can be
studies, however, did not conduct a comprehensive analy- ¢5nd in [16,19, 22, 24].
sis on the characteristics of SMTP traffic, since they were
performed based on small-scale traces with a few hundred 2 1 The Poisson process
thousand SMTP requests.

To address these limitations of previous work, this pa- A stochastic proceséN(t),t > 0} is called aPoisson
per attempts to provide an extensive empirical study of processwith rateA if the interarrival times<;, Xo, ... have a

large-scale SMTP traffic. Our work is based on traces col- common exponential distribution function as follows [22)].
lected from one of the largest Web portal sites in South Ko-

rea, which provides the general webmail service to more P{Xn<x}=1- X x>0 1)
than twenty million users. These traces cover almost nine |, Equation 1, the average interarrival time}%sAII the
months (from January to September 2007) and contain 4pjyais are independent of each other and the number of
more than a billion SMTP requests. The received SMTP  4jyais occurring in a given time interval depends only on
commands are logged with timestamps accurate to a mil-
lisecond. A single SMTP session froELO to QUI T
SMTP command has been considered as a unit of SMTP 5 5 Self-similarity
traffic.

The contribution of this paper is an intensive analysis of Let X(t) be a stochastic process defined for
large-scale SMTP traffic to highlight the coexistence of the t — (0,1,2,...) with meanu and varianceg?. X(t)
Poisson process and self-similarity. This analysis cé@sis  can be translated in various ways. For instantg) may
of two parts. First, we present that SMTP traffic can be represent the traffic volume measured in packets, bytes, or
modeled as a Poisson process at small time scales. Us-sessions at time instante For X(t), the autocorrelation

ing quantile-quantile plots and linear regression method, functionr (k) and autocovariance functiorik) are defined
we show that interarrival times of SMTP session arrivals for k > 0 as follows.

follow an exponential distribution. In addition, we presen
p-values of fitting interarrival times to the exponential-dis r(k) = E{(X(t) = ) (X(t+k) — p)} ()
tribution with a Chi-square test, and, using autocorretati y(K) = o K 3)

functions, show that most interarrival times are indepen-
dent of each other. In particular, if X(t) has an autocovariance function of

Second, at large time scales, we present self-similarity the formy(k) = 072 ((k+1)2H =2k + (k— 1)), X(t) is
of SMTP traffic and its possible cause. Through statis- Said to beexactly second-order self-similavith the Hurst
tical tests such as a variance-time plot and R/S analy- parameteH (1/2<H<1). An aggregated proceXs™ (t)?,
sis, the Hurst parameter is estimated to be somewhere be-Which is obtained by averaging the original proc&ss)
tween 0.85 to 0.97, which implies that SMTP traffic is self- over non-overlapping blocks of size, has the same auto-
similar. We also group SMTP sessions by each source covariance aX(t), i.e. Y™ (k) = y(k). Practically, if the
IP address and show that their OFF-period lengths have Weaker condition
heavy-tailed distributions using complementary cumuéati . m o2 o o o
distribution function plots and Hill's estimation. nﬂanV< k) == (k+ D)™ =2+ (k=1)T")  (4)

The remainder of this paper is organized as follows. In
section 2, we provide a brief introduction to the Poisson
process and self-similarity. Section 3 overviews the struc
ture of an SMTP session and traces used in this paper. Sec-
tion 4 presents the Poisson characteristics of SMTP traffic
at small time scales. Section 5 demonstrates self-sityilari IXM (k) = (X(km—m+1) +... +X(km)) /m, k=1,2,...

This section presents technical background on the Pois-

the length of the interval.

is valid, X(t) is asymptotically second-order self-similar
with the Hurst parametdd (1/2<H<1). An asymptoti-
cally self-similar proces¥ (™ has a fixed correlation struc-
ture for largem.




From Equation 4, for& H <1, H #1/2, we can derive

r(k) ~H(2H - 1)k?*" 2 k — o, (5)
In particular, if 1/2< H <1, r (k) asymptotically behaves as
ck B wherec >0 is a constant. In this case, we can rewrite

Equation 5 as

r(k)

Note that, in Equation 6r(k) is non-summable, i.e.,
Y ke—w I (K) = o0. We say that such an autocorrelation func-
tion decays hyperbolically and the corresponding process
X(t) is long-range dependentin contrast, the autocorre-
lation function of a Poisson process decays exponentially
and is summable; that 5, r(k) = 0. Such a process is
said to beshort-range dependent

The (asymptotically) second-order self-similar process
X(t) satisfying Equation 6 has a property [8] such that

~HEH -1k 2~ ck P.0<B <1 k—o. (6)

Var(XM)~mP B=2-2H. 7)
Therefore, plottindog(Var(X(™)) versudog(m) for each
aggregation levein results in a line whose slope-@) is
between -1/2 and 0. This plot is calledariance-time plot
and we can estimate the Hurst parameitee1— 3/2) by

this plot.

As explained in [16, 24], the rescaled adjusted range

(R/S) statistic for a set of observation(t) : t =

1,2,...,n) with sample mearX(n) and sample variance
S(n) is given by
R(n
% = 1/S(n)[max0,Wi, o, ..., Wh)
—min(0,Wy, W, ... ,\W)] (8)
with Wk = (Xg +Xo + ... + X¢) —kX(n), k> 1. If X(t)

is long-range dependent, as self-similar processes ae, th
following equation holds

E[@] ~cn

S(n)

whereH is the Hurst parameter of(t) andc is a constant.
This is known as thélurst effect

H 1/2<H<1 9)

3. SMTP Traces

This section introduces SMTP and the basic structure of
an SMTP session. We also briefly describe SMTP traces
analyzed in this paper and the methodology used to obtain
them.

Incoming SMTP

requests via port 25 !

C 0
Front ‘ ‘
Servers % @

|
@ @ @
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Figure 1. The architecture of the webmail ser-
vice system

Table 1. Summary of SMTP traces

Trace Period Accepted Accepted
Set Start End Requests Sessions
A 25Jan 27 Fely 472,985,233 | 73,045,392
B 23 Mar 13 Apr| 373,438,992 | 56,889,377
C 10May 7 Sep| 1,845,470,166 274,218,856
D 31 Aug 15,390,362 | 3,722,104

3.1. SMTP Sessions

The SMTP [1] is an Internet standard protocol based on
a server-client model for transferring emails. The protoco
prescribes messages exchanged between the sender (mail
clients and mail servers) and the receiver (mail servens). |
order to deliver an emalil, the sender first establishes a ses-
sion by transmitting an SMTP request to the receiver. An
SMTP session is initiated with eitherHEL O or anEHLO
command, followed by a list of commands, suchvédé L
FROM RCPT TO, andDATA, that must be applied in se-
quence. After completing the transmission of the mail data,
the sender closes the current SMTP session usinQuh@
command.

In this paper, we consider a single SMTP session, in-
stead of each individual SMTP request, as a unit of SMTP
traffic. This is because the order of SMTP requests within
an SMTP session is ruled by the SMTP standard and shows
relatively deterministic behavior in any SMTP traffic.

3.2. The Collection of SMTP Traces

Our SMTP traces are collected from one of the largest
Web portal sites in South Korea. The site provides an inte-
grated search service as well as a wide range of Internet ser-
vices including webmail, blogs, communities, games, etc.
to more than twenty million users.

The webmail service system of the Web portal consists
of a set of the front servers, mail servers, and web servers,



as shown in Figure 1. The incoming SMTP requests are
first forwarded to one of the front servers. Abnormal re-
guests are dropped out at front servers and only normal re-
guests are delivered to mail servers. Mail transport agents
(MTAS) running on mail servers deal with a sequence of
SMTP requests and store the received mails to the storage.
Later those mails are retrieved by the users through the web
interface provided by web servers.

Our traces are collected from one of the front servers
from January to September 2007. The selected front server
is configured to log SMTP events and inspection results
for all the incoming SMTP requests it receives with times-
tamps accurate to a millisecond. Each log record is com-
posed of an SMTP command and source IP address. The
inspection result for an SMTP request includes flags in-
dicating whether the request is subject to spam or virus
emails. For the privacy of users, all contents of traces are
anonymized so that they do not reveal any private informa-
tion.

Table 1 summarizes SMTP traces used in this paper. On
average, 36-55% of SMTP sessions were refused daily at
the front server, either because their source IP addresses
were listed in RBL(Realtime Black List)s or the rate of con-
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Figure 2. CCDF plot and quantile-quantile
plot for interarrival times during ten seconds
after 6 PM in trace D
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Figure 3. Autocorrelation functions for inter-
arrival times during ten seconds after 6 PM
in trace D

nection requests were too high. We exclude refused SMTP

sessions from our analysis as the front server rejects con-

nections with abnormal senders before any SMTP session Thus, plottingin(1 — P{X, < x}) versusx for each interar-

is established. rival time of a Poisson process results in a linear series of
points with slope-A. From thiscomplementary cumula-
tive distribution function (CCDFplot, we can conjecture
whether the distribution can be approximated by an expo-
nential distribution. If it is deemed possible, we can then

In this section, we show that SMTP traffic follows @  gptain the mean rate of the distribution by a linear regres-
Poisson process at small (several-second) time scales. Sec gjon method.

tion 4.1 describes that the interarrival times of SMTP ses-
sion arrivals fit an exponential distribution and they are in
dependent of each other. Section 4.2 shows that at larger
time scales, however, it becomes increasingly difficult to
model SMTP session arrivals as a Poisson process.

4. The Poisson Process

Figure 2(a) depicts the CCDF plot and the correspond-
ing linear regression result for interarrival times duriag
seconds after 6 PM in trace D. As can be seen in Fig-
ure 2(a), the configuration of the points is almost straight,
along a 45-degree line. The linear regression yields a slope
of %67 with a R-squared valuB? = 99.88. This suggests
that the interarrival times of SMTP sessions can be closely
approximated by an exponential distribution, with the aver

As mentioned in section 2.1, the interarrival times of a age being 26.67 milliseconds.

Poisson process form an exponential distribution and they  Using the average interarrival time obtained by the lin-
are independent of each other. In order to see if the arrivals ear regression method, we can draw a quantile-quantile plot
of SMTP sessions can be modeled as a Poisson processand perform a Chi-square test whose null hypothesis is that
we have investigated the interarrival times and their auto- these interarrival times come from an exponential distri-
correlation functions using trace D obtained on August 31, bution. We observe again that the interarrival times form
2007 (cf. Table 1). We selected SMTP sessions that arrived points along a straight line at 45 degrees, as shown in Fig-
within the first ten seconds every hour. ure 2(b). In fact, the Chi-square test presents that the-inte

By taking logarithms on both sides of Equation 1, we arrival times are not statistically significant, as {realue
obtain the following equation. is estimated as 0.9414. Figure 3 illustrates autocoroglati
functions with lags between 0 and 100 for the same trace
used in Figure 2. Most autocorrelation functions lie be-

4.1. Interarrival Times

IN(1—P{X, <x}) = —AX (10)



Table 2. Observations of interarrival times for SMTP sessio

hours in trace D (time unit is millisecond)

ns during the first ten seconds of selected

Hour || Average| Standard| Coefficient | p-value Sample Autocorrelation Function(lag)
Deviation | of Variation 1 | 20 40 60 [ 80 100
0 37.271 | 37.703 1.011 0.5862 | 0.101 | 0.007 | 0.150 | 0.058 | 0.120 | 0.001
2 53.476 | 53.366 0.997 0.4853| 0.132 | -0.115| 0.007 | -0.047| 0.018 | -0.038
4 64.694 | 66.411 1.042 0.9350 | 0.053 | -0.065| 0.015| -0.001| -0.061 | -0.225
6 92.592 | 90.007 0.972 0.5333 | -0.090| -0.045| -0.166| -0.097 | -0.107| 0.184
8 75.757 | 80.171 1.058 0.0328 | 0.068 | -0.003| -0.011| -0.109| 0.153 | -0.068
10 79.365 | 81.979 1.032 0.7221| 0.070 | 0.116 | -0.228| -0.051| 0.105 | 0.082
12 54.644 | 55.580 1.017 0.9033| 0.003 | -0.014| -0.010| 0.125| -0.100| -0.046
14 43.290 | 46.247 1.068 0.9927 | 0.027 | -0.058| -0.039| -0.015| 0.026 | -0.086
16 56.497 | 56.304 0.996 0.0242 | -0.087| 0.024 | 0.092 | -0.051| 0.108 | 0.051
18 26.666 | 26.867 1.007 0.9414| 0.028 | 0.065 | 0.046 | -0.027| -0.105| -0.04
20 25.445 | 24.017 0.943 0.3024 | -0.026| 0.001 | 0.034 | -0.062| 0.031 | -0.083
22 29.761 | 34.074 1.144 0.0010| 0.064 | 0.072 | 0.047 | 0.021 | -0.023| 0.012
tween -0.1 and 0.1, meaning that the interarrival times are 3 N g 20
almost independent of each other. £ 150 o £ 200 ﬁi
Although we are unable to display all the linear regres- £ 100 < g % #
sion plots and quantile-quantile plots here due to limited % so Z 122
space, similar observations hold for other traces at differ s o s 0
® 0 50 100 150 ® 0 50 100 150 200 250

hours. Table 2 summarizes average interarrival times; stan
dard deviations, coefficients of variatiop;values of the
Chi-square test, and sample autocorrelation functions for
SMTP sessions arrived during ten seconds at selected hours
in trace D. Note that the coefficients of variation are close
to 1 and the mosp-values are greater than 0.05. Sample
autocorrelation functions also indicate the independefice
the interarrival times.

4.2. Time Scales vs. Tailed Interarrival Times

Section 4.1 shows that SMTP session arrivals follow a
Poisson process at small time scales. As the time scale
increases, however, SMTP session arrivals do not obey a
Poisson process.

Figure 4 depicts quantile-quantile plots of interarrival
times in various intervals after 6 PM of trace D. As the
interval becomes greater than ten seconds, points of the
guantile-quantile plots deviate from a 45-degree line, in-
dicating that the distribution of interarrival times doest n
follow an exponential distribution. Although points for
small interarrival times still matches the diagonal line,
other points corresponding to large interarrival timesrfor
a curve. As the interval becomes larger, points for large
values move farther away from the line.

In the quantile-quantile plots shown in Figure 4, points
away from the 45-degree line denote that the distribution
has large values of interarrival times, calledled inter-
arrival times with the probability of their appearance be-
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Figure 4. Quantile-quantile plots of interar-
rival times during (a) 10 seconds, (b) 100 sec-
onds, (c) 600 seconds, and (d) 3600 seconds
after 6 PM of trace D

ing extremely low. Due to these tailed interarrival times,
the interarrival times of SMTP traffic do not conform to an
exponential distribution at larger time scales. In terms of
the number of interarrival times, the portion of such tailed
interarrival times is less than 0.5%. When we investigate
SMTP session arrivals in smaller time scales, the number of
tailed interarrival times is too small to be significant. §hi
makes it possible for SMTP session arrivals to be modeled
as a Poisson process for shorter time intervals, as shown
in Table 2. The existence of tailed interarrival times in
SMTP traffic, however, plays an important role related to
self-similarity, which will be discussed in the next seatio



5. Self-similarity

In this section, we demonstrate self-similarity of SMTP
traffic at large time scales using traces A, B, and C that

graph has ten times larger bucket size than the previous
one. All graphs have ten thousand buckets and each graph
is the refinement of the successive one. Both of two top
graphs, Figure 5(a) and’fahave burstiness. However,

span several months (cf. Table 1). Section 5.1 shows the as the time scale increases, while right graphs become ex-

presence of self-similarity by means of traffic visualieati

and autocorrelation functions. In section 5.2, we estimate
the Hurst parameters using two rigorous statistical meth-
ods, variance-time plot and R/S analysis. In section 5.3,
we investigate the distribution of ON/OFF-period lengths
of individual SMTP sources to find out possible causes of

tremely smooth and predictable, burstiness of left graphs
still remains indicating self-similarity of SMTP traffic4in
tuitively.

Self-similarity of SMTP traffic can be also seen in Fig-
ure 6, which depicts autocorrelation functions of the aggre
gated time series for trace C (Figure 6(a)) and the artificial

self-similarity. Poisson traffic (Figure 6(b)). Each plot represents autocor
relation functions whose aggregation levety are 1, 100,
500, 1000, 1500, and 2000 with lags from 1 to 1000. As

shown in Figure 6(b), autocorrelation functions of the ar-

As described in section 2.2, for large aggregation levels, tificial Poisson traffic series are almost zero and relativel
autocorrelation functions of the aggregated time series of ~Very small for allm. However, Figure 6(a) presents those
Poisson process converge to zero. However, the aggregated®f SMTP traffic series have the asymptotically same struc-
time series of a self-similar process have the asymptagical ~ ture which is heavy-tailed and fluctuating, neither decgyin
same non-degenerate autocorrelation function. This means&Xponentially nor converging to zero. We can observe that
that a self-similar process always has burstiness at every autocorrelation functions of SMTP traffic behave similar to
time scale, which is caused by scale-invariant variance. We Self-similar processes and exhibit extensive long-rarege d
can recognize the presence of self-similarity in SMTP traf- Pendence.
ficin Figures 5 and 6.

Figure 5 compares SMTP traffic with artificial traffic
across six-order magnitude of time scales from 10 millisec-
onds to 1000 seconds. The graphs on the left side visualize
the number of SMTP sessions per each bucket of trace C,  In this section, we estimate the Hurst paramelt€y ¢f
while the graphs on the right illustrate the number of arti- SMTP traffic using traces A, B, and C. We employ well-
ficial sessions per each bucket. The artificial sessions are known graphical tools described in section 2.2, namely a
generated by Compound Poisson processes whose mean arvariance-time p|0t and R/S analysis, to determine the Hurst
rival rates are adjusted to that of trace C. The bucket size parameters of these traces.
of the top graphs is ten milliseconds and every successive  We first pIotIog(Var(X(m))) versuslog(m) for each
trace varyindog(m) from 0 to 5, and obtain the slopg)
of each variance-time plot using a linear regression method
The correspondingi-value can be calculated asrlg.

Figure 7 illustrates variance-time plots and linear regres
sion results for each trace. Against our expectation, point
of each variance-time plot form a line that is piecewise lin-
ear, not totally. For smalin, slopes of all plots are about
-0.05, resulting in the estimatedi-value of about 0.97 for
all traces. Asmincreases, the estimatétivalues shrink
and become stable; whemis larger than 10000 -values
are reduced to 0.87, 0.85, and 0.84, for traces A, B, and C,
respectively. These results are consistent with those ishow
in Figure 6. For smalim, SMTP traffic exhibits high de-
gree of burstiness and long-range dependence. Wien
becomes large, autocorrelation functions decrease agd the
have the asymptotically same structure. Such nonstation-
ary H-values are due to the fact that SMTP traffic is not
globally self-similar, failing to satisfy Equation 6 exbct
Nevertheless, all estimatédi-values are noticeably larger
than 1/2, and this implies self-similarity of SMTP traffic.

5.1. The Presence of Self-similarity

5.2. Estimation of the Hurst Parameter

1
0.8 E
0.6
0.4
0.2

0
-0.2

autocorrelation functions

autocorrelation functions
o
=

1000
lag

(b) Poisson traffic

Figure 6. Autocorrelation functions of the ag-
gregated time series for (a) trace C and (b)
artificial Poisson traffic
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Figure 5. Visualization of trace C: Left figures illustrate t he number of SMTP sessions per time unit
for six different time scales (a)-(f). For comparison, righ t figures present artificial traffic which is
generated by compound Poisson processes on the same six diff erent time scales (a )-(f"). Each figure
has ten thousand buckets.

Note that the Hurst parameter of non-self-similar process

such as a Poisson process is 1/2. Table 3. Summary of estimated H-values

| | Trace A| Trace B| Trace C|
Variance-time|| 0.87~ 0.85v 0.84~
plot 0.97 0.97 0.97

R/S analysis 0.89 0.91 0.89

The result of R/S analysis also presents self-similarity of
SMTP traffic. This analysis is originally described in [17]
and detailed explanations can be found in [24]. In order
to obtainH-value from Equation 9, we depitﬂg(E[%)
versudog(n) for non-overlapping blocks of each trace; this  Which confirms the presence of self-similarity in SMTP
plot is called gpox plot For a self-similar process, the pox  traffic at large time scales.
plot produces a roughly linear graph with a slope equal to )

H. Given pox plots, we can compute their slopes by alinear 2.3. Heavy-tailed ON/OFF Sources

regression method.

The previous sections show the presence of self-

. Figure 8 d'SPIaﬁS poxhplo:s and Ilfnear reg_ressuér:_ resul!ts similarity in SMTP traffic by various analytical methods.
ortraces A, B, and C. The slopes of approximated lines lie |, ypig section, we explore the reason of self-similarity in

between 0.5_(the Iowgr _Iine) and 1.0 (the upper Iing), which SMTP traffic in more detail based on the ON/OFF source
suggest again self-similarity of SMTP traffic. Using pox model [9,13, 14,18, 21, 25]. To analyze individual sources

plots, H-values are estimated to 0.89, 0.91, and 0.89, for ¢ \Tp traffic, we apply similar methods described in

traces A, B, and C, respectively. These results agree with |55 4 the series of SMTP session arrivals whose time unit

those obtained previously from variance-time plots. is millisecond. For this analysis, we have used a portion of
Table 3 summarizes estimatetivalues of trace A, B, trace C collected from August 22 to September 7.

and C obtained through variance-time plots and R/S anal-  To validate the ON/OFF modeling assumption for indi-

ysis. Although there are slight variations in the obtained vidual sources, we group SMTP traffic series by source IP

H-values, all the Hurst parameters lie between 1/2 and 1, addresses which represent SMTP servers at the client side
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Figure 9. Textured dot strip plots for SMTP
session arrivals of (a) Source A and (b)
Source B

and depict SMTP session arrivals of each source using a

textured dot strip plof23, 25]. Figure 9 shows the textured

Figure 10. CCDF plots for OFF-period lengths
of two popular sources

tion should be described as follows.
FX<X)~1l-cxX 9 x—o0 wherel<a <2 (11)

Therefore, we examine the distribution of ON/OFF-period

dot strip plots for two sources whose IP addresses are most|engths in accordance with Equation 11.

popular. The plots in Figure 9 contain about ten thousand
of SMTP session arrivals on August 23. Dots in each ver-
tical column correspond to the density of arrivals per one
millisecond. Thex-axis represents the arrival time in mil-
lisecond. It is clear that both active and inactive regions
are revealed in Figure 9, satisfying the assumption of the
ON/OFF model. Other sources exhibit similar behavior.

We divide the series of SMTP session arrivals of each

Equation 11 suggests that plottitag(1 — F(x)) versus
log(x) for a heavy-tailed distribution results in a roughly
linear line whose slope is equal tea for largex-values.
Figure 10 depicts such CCDF plots with linear regression
results for the OFF-period lengths of two selected sources.
The points in two graphs construct approximately straight
lines whose slopes are estimated to -1.871.57) and
-1.16 (@ = 1.16) for source A and B, respectively. The

source into ON and OFF-periods based on the packet trains values between 1 and 2 denote that the distribution of OFF-

model [14] to verify the heavy-tailed distribution. ON-
periods have SMTP session arrivals which occur within a
threshold value of 500 milliseconds and there is no arrival
in OFF-periods. For a given random varialle¢hat has a
heavy-tailed distribution, its cumulative distributiounic-

period lengths is heavy-tailed, i.e., exhibits hyperbtaits
satisfying Equation 11. In Figure 10, the dotted line rep-
resents a CCDF plot for an exponential distribution whose
average is same to the corresponding OFF-period lengths.
Compared to the exponential distribution, we can observe



that the distribution of OFF-period lengths is heavy-tile
For largex-values, while curves of the exponential distri-
bution fall off, points of OFF-period lengths remain linear
and theiry-values are significantly larger than those of the
exponential distribution. This means that the distributid
OFF-period length contains more large values (cabddd
valueg than the exponential distribution.

Alternatively, we can use Hill's estimator [25] to ex-
amine whether these distributions are heavy-tailed or not.
Hill's estimation leads tar = 1.48 for source A, and =
1.13 for source B, which are very close éovalues ob-
tained from Figure 10.

We can also apply these analysis methods to ON-periods

nection and FTP session arrivals can be modeled as Pois-
son processes with fixed rates, whereas machine-generated
bulk transfers such as SMTP, FTPDATA, and NNTP traffic
can not. In contrast, our results show that SMTP session
arrivals obey a Poisson process at small time scales.

Our results are similar to those obtained by Karagiannis
et al. for TCP/UDP packet arrivals [15]. They showed that
the packet arrivals on heavy Internet backbone traffic con-
struct a Poisson process at sub-second time scales, but they
exhibit long-range dependence at large time scales. These
findings revisited the validity of the Poisson process after
the discovery of self-similarity of network traffic.

Since the pioneering work of Leland et al. [16, 24], self-

of the same sources. However, results of CCDF plots and similarity has been one of the key considerations of heavy

Hill's estimation indicate that the distribution of ON-ped
lengths is similar to an exponential distribution rathearth
follows a heavy-tailed distribution. In spite of this, the
heavy-tailed OFF-period lengths contribute to the self-
similar nature of SMTP traffic.

6. Related Work

A solid understanding of realistic workload characteris-
tics is essential for design and/or optimization of the un-
derlying system. For the workload of email service sys-
tems, Bertolotti et al. [4, 5] presented the distribution of
interarrival times for SMTP requests and the characteris-

tics of emails such as message sizes and the number of
senders/recipients, which have been the basis of the SPEC-

mail benchmark [2]. Gomes et al. [11] demonstrated an
intensive analysis on both spam and legitimate emails, in-
cluding arrival processes, interarrival times, and the hum
ber of senders/recipients, in order to evaluate the inflaenc
of spam emails to aggregated email traffic. However, as
their traces contain only a few hundred thousand SMTP

requests with several thousand users taken over about two

weeks, it is difficult to ensure that they provide a compre-
hensive analysis on the characteristics of SMTP traffic.
In this paper, we quantitatively analyze large-scale

SMTP traces that span almost nine months with more than

two hundred million of SMTP sessions. In particular, our

traces are collected from one of the largest Web portal sites

in South Korea which provides a webmail service to more
than twenty million users. We believe we were the first to
analyze this scale of SMTP traces obtained from a com-
mercial Internet site.

network traffic research. In [16,24], the authors pointed ou
that Ethernet LAN traffic has self-similar nature through
the estimation of Hurst parameters using several graphi-
cal tools. Similarly, analyses of variable-bit-rate (VBR)
video [3] and World Wide Web [9] traffic have shown that
they exhibit long-range dependence. In this paper, we ex-
amined self-similarity of SMTP traffic, which has been lit-
tle attention in the previous work.

Willinger et al. [25] demonstrated that self-similarity is
due to the superposition of many ON/OFF sources whose
period lengths have a heavy-tailed distribution. They di-
vided each individual source of self-similar Ethernet-traf
fic into ON and OFF-periods based on the packet trains
model [14]; an ON-period contains much activity, while
there is no activity in an OFF-period. Then, it is shown
that OFF-period lengths follow a heavy-tailed distribatio
Other studies have supported these findings by showing
that various kinds of self-similar traffic consist of many
heavy-tailed ON/OFF sources [9, 18]. Detailed explana-
tions and mathematical proofs of the relationship between
heavy-tailed ON/OFF sources and self-similarity can be
found in [19, 21, 25]. This paper confirms that individual
sources composing SMTP traffic exhibit ON/OFF behavior
and the distribution of their OFF-period lengths is heavy-
tailed.

Conclusion

This paper investigates the characteristics of SMTP traf-
fic based on large-scale SMTP traces collected from one of
the largest Web portal sites in South Korea, which cover
several months and more than a billion SMTP requests.

Traditionally, the Poisson process has been considered Analyses of these traces have shown the coexistence of the

when studying not only network traffic but also general

workloads that can be treated as arrival processes. Pax-

son et al. [20] examined the feasibility of modeling nu-

Poisson process and self-similarity in SMTP traffic.
At small time scales, we find that SMTP session ar-
rivals follow a Poisson process. The quantile-quantile plo

merous wide-area TCP arrival processes as a Poisson pro-and Chi-square test demonstrate that interarrival times of

cess, including TELNET, FTP, NNTP, and SMTP. They
have found that user-initiated traffic such as TELNET con-

SMTP session arrivals, measured in ten-second intervals,
obey an exponential distribution. Autocorrelation func-



tions of interarrival times also show that they are inde-
pendent of each other. As the time interval of observa-
tion becomes large, interarrival times do not follow an
exponential distribution. Instead, SMTP session arrivals
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