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Abstract

Theexokerneloperatingsystemarchitecturesafelygivesuntrusted
softwareefficient controloverhardwareandsoftwareresourcesby
separatingmanagementfrom protection.This paperdescribesan
exokernel systemthat allows specializedapplicationsto achieve
high performancewithout sacrificingthe performanceof unmod-
ified UNIX programs.It evaluatesthe exokernel architectureby
measuringend-to-endapplicationperformanceon Xok, an exo-
kernel for Intel x86-basedcomputers,and by comparingXok’s
performanceto theperformanceof two widely-used4.4BSDUNIX
systems(FreeBSDandOpenBSD).Theresultsshow thatcommon
unmodifiedUNIX applicationscan enjoy the benefitsof exoker-
nels: applicationseither perform comparablyon Xok/ExOS and
the BSD UNIXes, or performsignificantlybetter. In addition,the
resultsshow thatcustomizedapplicationscanbenefitsubstantially
from controlover their resources(e.g.,a factorof eight for a Web
server). This paperalsodescribesinsightsabouttheexokernelap-
proachgainedthroughbuilding threedifferentexokernelsystems,
andpresentsnovel approachesto resourcemultiplexing.

1 Intr oduction

In traditional operatingsystems,only privileged servers and the
kernel can managesystemresources.Untrustedapplicationsare
restrictedto the interfacesandimplementationsof this privileged
software.Thisorganizationis flawedbecauseapplicationdemands
vary widely. An interfacedesignedto accommodateevery appli-
cationmust anticipateall possibleneeds.The implementationof
suchan interfacewould needto resolve all tradeoffs and antic-
ipate all ways the interfacecould be used.Experiencesuggests
thatsuchanticipationis infeasibleandthat thecostof mistakesis
high [1, 4, 8, 11, 21, 39].

The exokernelarchitecture [11] solvesthis problemby giving
untrustedapplicationsas much control over resourcesas possi-
ble. It doessoby dividing responsibilitiesdifferentlyfrom theway
conventionalsystemsdo.Exokernelsseparateprotectionfromman-
agement:they protectresourcesbut delegatemanagementto appli-
cations.For example,eachapplicationmanagesits own disk-block
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cache,but theexokernelallowscachedpagesto besharedsecurely
acrossall applications.Thus,theexokernelprotectspagesanddisk
blocks,but applicationsmanagethem.

Of course,not all applicationsneedcustomizedresourceman-
agement.Insteadof communicatingwith theexokerneldirectly, we
expect most programsto be linked with libraries that hide low-
level resourcesbehind traditional operatingsystemabstractions.
However, unlike traditionalimplementationsof theseabstractions,
library implementationsareunprivilegedandcanthereforebemod-
ified or replacedat will. We referto theseunprivilegedlibrariesas
library operatingsystems,or libOSes.

Wehopetheexokernelorganizationwill facilitateoperatingsys-
teminnovation:thereareseveralordersof magnitudemoreapplica-
tion programmersthanOSimplementors,andany programmercan
specializealibOSwithoutaffectingtherestof thesystem.LibOSes
alsoallow incremental,selective adoptionof new OSfeatures:ap-
plicationslink with thelibOSesthatprovide whatthey need—new
OS functionality is effectively distributedwith the applicationbi-
nary.

Theexokernelapproachraisesseveralquestions.Canambitious
applicationsactuallyachievesignificantperformanceimprovements
on anexokernel?Will traditionalapplications—forexample,unal-
teredUNIX applications—paya pricein reducedperformance?Is
global performancecompromisedwhen no centralizedauthority
decidesschedulingandmultiplexing policies?Doesthe lack of a
centralizedmanagementpolicy for sharedOSstructureslower the
integrity of thesystem?

Thispaperattemptsto answerthesequestionsandtherebyeval-
uate the soundnessof the exokernel approach.Our experiments
areperformedon theXok/ExOSexokernelsystem.Xok is anexo-
kernelfor Intel x86-basedcomputersandExOSis its default libOS.
Xok/ExOScompilesonitselfandrunsmany unmodifiedUNIX pro-
grams(e.g.,perl, gcc, telnet,andmostfile utilities). We compare
Xok/ExOSto two widely-used4.4BSDUNIX systemsrunningon
thesamehardware,usinglarge,real-world applications.

ExOS ensuresthe integrity of many of its abstractionsusing
Xok’s supportfor protectedsharing.Someabstractions,however,
still usesharedglobaldatastructures.ExOScannotguaranteeUNIX
semanticsfor theseabstractionsuntil they areprotectedfrom arbi-
trary writesby otherprocesses.In our measurements,we approxi-
matethecostof thisprotectionby insertingsystemcallsbeforeall
writesto sharedglobalstate.

Our resultsshow thatmostunmodifiedUNIX applicationsper-
form comparablyon Xok/ExOS and on FreeBSDor OpenBSD.
Someapplications,however, run up to a factor of four fasteron
Xok/ExOS.Experimentswith multiple applicationsrunningcon-
currentlyalso show that exokernelscan offer competitive global
systemperformance.

We alsodemonstratethatapplication-level controlcansignifi-
cantly improve the performanceof applications.For example,we



describea new high-performanceHTTP server, Cheetah,that ac-
tively� exploits exokernelextensibility. Cheetahusesa file system
anda TCPimplementationcustomizedfor thepropertiesof HTTP
traffic. CheetahperformsuptoeighttimesfasterthanthebestUNIX
HTTPserverwemeasuredon thesamehardware.

In addition to evaluating the exokernel approach,this paper
presentsnew kernel interfacesthat separateprotectionfrom man-
agement.Wediscussthedisksubsystem,XN, andexplainhow un-
privilegedapplicationscandefinenew file systemsandhow these
file systemscansafelymultiplex thesamediskatafinegranularity.
Finally, we summarizewhat we have learnedfrom building three
completeexokernelsystems(Xok, Aegis[11] for DECstations,and
Glaze[29] for theFugumultiprocessor).

Therestof thepaperisorganizedasfollows.Section2discusses
relatedwork.Section3summarizestheexokernelarchitecture.Sec-
tion4providesadetailedexampleof reconcilingapplicationcontrol
with protectionby presentingthedisksystemXN. Section5 briefly
overviewsXok/ExOS,theexperimentalenvironmentfor thispaper.
Section6 reportson the performanceof unalteredUNIX applica-
tions,while Section7 reportson theperformanceof aggressively-
specializedapplications,suchasthehigh-performanceCheetahweb
server. Section8 investigatesglobalperformanceon anexokernel
system.Section9 discussesour experienceswith building three
differentexokernelsystems.Section10concludes.

2 RelatedWork

Theexokernelarchitecturewasproposedin [11], whichdescribeda
researchprototypethatperformedsignificantlybetterthanUltrix on
microbenchmarks.While thepaperprovidedevidencethattheexo-
kernelapproachwaspromising,it left many questionsunanswered.

Thereis alargeliteratureonextensibleoperatingsystems,start-
ing with theclassicrationalesby LampsonandBrinchHansen[19,
25, 26]. Previousapproachesto extensibility canbecoarselyclas-
sified in threegroups:bettermicrokernels,virtual machines,and
downloadinguntrustedcodeinto the kernel.We discusseachin
turn.

The principal goal of an exokernel—giving applicationscon-
trol—isorthogonalto thequestionof monolithicversusmicrokernel
organization.If applicationsarerestrictedto inadequateinterfaces,
it makes little differencewhetherthe implementationsresidein
the kernelor privilegeduser-level servers [20, 18]; in both cases
applicationslack control.For example,it is difficult to changethe
buffer managementpolicy of a sharedfile server. In many ways,
serverscanbeviewedasfixedkernelsubsystemsthathappento run
in userspace.Whethermonolithicor microkernel-based,the goal
of anexokernelsystemremainsfor privilegedsoftwareto provide
interfacesthatdo not limit theability of unprivilegedapplications
to managetheirown resources.

Somenewer microkernelspushthe kernel interfacecloserto
thehardware[8, 20, 36], obtainingbetterperformanceandrobust-
nessthanpreviousmicrokernelsandallowing for a greaterdegree
of flexibility, sincesharedmonolithic servers canbe broken into
several servers. Techniquesto reducethe cost of sharedservers
by improving IPC performance,moving code from servers into
libraries,mappingread-onlyshareddatastructures,andbatching
systemcalls [2, 18, 28, 30] canalsobesuccessfullyappliedin an
exokernelsystem.

Virtualmachines[5, 12, 17] (VMs) areanOSstructurein which
aprivilegedvirtualmachinemonitor(VMM) isolateslessprivileged
softwarein emulatedcopiesof theunderlyinghardware.Unfortu-
nately, emulationhidesinformation.This can lead to ineffective
useof hardwareresources;for instance,the VMM hasno way of
knowing if a VM no longerneedsa particularvirtual page.More-
over, VMs canonlyshareresourcesthroughremotecommunication
protocols.This preventsVMs from sharingmany OSabstractions
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Figure1:A simplifiedexokernelsystemwith twoapplications,each
linkedwith its own libOSandsharingpagesthroughabuffer cache
registry.

suchasprocessesor file descriptorswith eachother. Thus,VMMs
confinespecializedoperatingsystemsandassociatedprocessesto
isolatedvirtualmachines,whileexokernelsletapplicationsusecus-
tomizedlibOSeswithoutsacrificingasingleview of themachine,

Downloadingcodeinto the kernel is anotherapproachto ex-
tensibility. In many systemsonly trusteduserscandownloadcode,
eitherthroughdynamically-loadedkernelextensionsor staticcon-
figuration [13, 21]. In the SPIN and Vino systems,any usercan
safelydownloadcodeinto thekernel[4, 39]. Safedownloadingof
codethroughtype-safety[4,37]andsoftwarefault-isolation[39,42]
is complementaryto theexokernelapproachof separatingprotec-
tion from management.Exokernelsusedownloadingof codeto let
thekernelleavedecisionsto untrustedsoftware[11].

In additionto thesestructuralapproaches,muchwork hasbeen
doneon betterOS abstractionsthat give more control to appli-
cations,suchas user-level networking [40, 41], lottery schedul-
ing [43], application-controlledvirtual memory[22, 27] and file
systems[6, 35]. All of thiswork is directlyapplicableto libOSes.

3 Exokernel Background

Thissectionbrieflysummarizestheexokernelarchitecture.Fig-
ure1showsasimplifiedexokernelsystemthatis runningtwoappli-
cations:anunmodifiedUNIX applicationlinkedagainsttheExOS
libOS anda specializedexokernelapplicationusingits own TCP
andfile systemlibraries.Applicationscommunicatewith thekernel
using low-level physicalnames(e.g.,block numbers);the kernel
interfaceis ascloseto the hardwareaspossible.LibOSeshandle
higher-level names(e.g.,file descriptors)andsupplyabstractions.

Webriefly describetheexokernelprinciples,motivatedin [11].
Theseprinciplesillustratethemechanicsof exokernelsystemsand
provide importantmotivationfor many designdecisionsdiscussed
later in this paper. In addition,we show how theprinciplescanbe
appliedanddiscussthegeneralissueof protectedsharing.

3.1 Exokernel principles
The goal of an exokernel is to give efficient control of resources
to untrustedapplicationsin asecure,multi-usersystem.Wefollow
theseprinciplesto achieve thisgoal:

Separateprotection and management.Exokernelsprovide
primitives at the lowest possiblelevel requiredfor protection—
ideally, at the level of hardware (disk blocks,context identifiers,
TLB, etc.).Resourcemanagementis restrictedto functionsneces-
saryfor protection:allocation,revocation,sharing,andthetracking
of ownership.
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Exposeallocation. Applicationsallocateresourcesexplicitly.
Thek� ernelallowsspecificresourcesto berequestedduringalloca-
tion.

Exposenames.Exokernelsusephysicalnameswherever pos-
sible.Physicalnamescaptureusefulinformationanddonotrequire
potentiallycostlyor race-pronetranslationsfrom virtual names.

Exposerevocation. Exokernelsexposerevocationpolicies to
applications.They let applicationschoosewhich instanceof a re-
sourceto giveup.Eachapplicationhascontrolover its setof phys-
ical resources.

Exposeinformation. Exokernelsexposeall systeminformation
andcollectdatathat applicationscannoteasilyderive locally. For
example,applicationscandeterminehow many hardwarenetwork
buffers thereareor which pagescachefile blocks.An exokernel
might alsorecordan approximateleast-recently-usedorderingof
all physical pages,somethingindividual applicationscannotdo
withoutglobalinformation.

Theseprinciplesapplynot just to thekernel,but to any compo-
nentof anexokernelsystem.Privilegedserversshouldprovide an
interfaceboileddown to justwhatis requiredfor protection.

3.2 Kernel support for protectedabstractions
Many of the resourcesprotectedby traditionaloperatingsystems
arethemselveshigh-level abstractions.Files, for instance,consist
of metadata,disk blocks,andbuffer cachepages,all of which are
guardedby accesscontrolon high-level file objects.While exoker-
nelsallow directaccessto low-level resources,exokernelsystems
mustbeabletoprovideUNIX-lik eprotection,includingaccesscon-
trol on high-level objectswhererequiredfor security. Oneof the
mainchallengesin designingexokernelsis to find kernelinterfaces
thatallow suchhigher-level accesscontrolwithout eithermandat-
ing aparticularimplementationor hinderingapplicationcontrolof
hardwareresources.

Xok meetsthischallengewith threedesigntechniques.First, it
performsaccesscontrolon all resourcesin thesamemanner. Sec-
ond,Xok providessoftwareabstractionstobindhardwareresources
together. For example,asshown in Figure1, theXok buffer cache
registry bindsdisk blocksto thememorypagescachingthem.Ap-
plicationshave control over physicalpagesanddisk I/O, but can
alsosafelyuseeachother’s cachedpages.Xok’s protectionmech-
anismguaranteesthata processcanonly accessa cachepageif it
hasthesamelevel of accessto thecorrespondingdiskblock.Third,
and most general,someof Xok’s abstractionsallow applications
to downloadcode.This is requiredfor abstractionswhoseprotec-
tion doesnotmapto hardwareabstractions.For example,filesmay
requirevalid updatesto theirmodificationtimes.

The key to theseexokernel software abstractionsis that they
neitherhinder low-level accessto hardwareresourcesnor unduly
restrict the semanticsof the protectedabstractionsthey enable.
Giventheseproperties,akernelsoftwareabstractiondoesnotviolate
theexokernelprinciples.

Though thesesoftware abstractionsreside in the kernel on
Xok, they couldalsobeimplementedin trusteduser-level servers.
This microkernelorganizationwouldcostmany additionalcontext
switches;theseareparticularlyexpensive on theIntel PentiumPro
processorsonwhichXok runs.Furthermore,partitioningfunction-
ality in user-level serverstendsto bemorecomplex.

3.3 Protectedsharing
The low-level exokernelinterfacegiveslibOSesenoughhardware
control to implementall traditionaloperatingsystemabstractions.
Library implementationsof abstractionshave the advantagethat
they cantrust theapplicationsthey link with andneednot defend
againstmalicioususe.Theflip side,however, is thata libOScannot

necessarilytrust all other libOSeswith accessto a particularre-
source.WhenlibOSesguaranteeinvariantsabouttheirabstractions,
they mustbeawareof exactly which resourcesareinvolved,what
otherprocesseshave accessto thoseresources,andwhat level of
trustthey placein thoseotherprocesses.

As anexample,considerthesemanticsof theUNIX fork system
call. It spawnsanew processinitially identicalto thecurrentlyrun-
ning one.This involvescopying theentirevirtual addressspaceof
theparentprocess,ataskoperatingsystemstypicallyperformlazily
throughcopy-on-write to avoid unnecessarypagecopies.While
copy-on-write can always be donein a trusted,in-kernel virtual
memorysystem,alibOSmustexercisecareto avoid compromising
thesemanticsof fork whensharingpageswith potentiallyuntrusted
processes.Thissectiondetailssomeof theapproacheswehaveused
to allow alibOSto maintaininvariantswhensharingresourceswith
otherlibOSes.

The exokernel provides four mechanismslibOSescan useto
maintaininvariantsin sharedabstractions.First, software regions,
areasof memorythat canonly be reador written throughsystem
calls,provide sub-pageprotectionandfault isolation.Second,the
exokernelallowsonthe-fly-creationof hierarchically-namedcapa-
bilities andrequiresthat thesecapabilitiesbe specifiedexplicitly
on eachsystemcall [31]. Thus, a buggy child processacciden-
tally requestingwrite accessto a pageor software region of its
parentwill likely provide thewrongcapabilityandbedeniedper-
mission.Third, the exokernelprovideswakeuppredicates: small,
kernel-downloadedfunctionsthat wake up processeswhen arbi-
trary conditionsbecometrue(seeSection5.1 for details).Wakeup
predicatescanensurethatabuggyor crashedprocesswill nothang
acorrectlybehavedone.Fourth,theexokernelprovidesrobustcrit-
ical sections:inexpensive critical sectionsthatareimplementedby
disablingsoftwareinterrupts[3]. Usingcritical sectionsinsteadof
lockseliminatestheneedto trustotherprocesses.

Threelevelsof trustdeterminewhatoptimizationscanbeused
by theimplementationof asharedabstraction.

Optimize for the commoncase:Mutual trust. It is oftenthe
casethatapplicationssharingresourcesplaceaconsiderableamount
of trustin eachother. For instance,any two UNIX programsrunby
thesameusercanarbitrarilymodify eachothers’memorythrough
the debuggersystemcall, ptrace.When two exokernel processes
canwrite eachothers’memory, their libOSescanclearlytrusteach
othernotto bemalicious.Thisreducestheproblemof guaranteeing
invariantsfrom oneof securityto oneof fault-isolation,andconse-
quentlyallows libOS codeto resemblethat of monolithic kernels
implementingthesameabstraction.

Unidir ectional trust. Anothercommonscenariooccurswhen
two processesshareresourcesandonetruststheother, but thetrust
isnotmutual.Networkserversoftenfollow thisorganization:apriv-
ilegedprocessacceptsnetwork connections,forks, andthendrops
privilegesto performactionson behalfof a particularuser. Many
abstractionsimplementedfor mutualtrustcanalsofunctionunder
unidirectionaltrustwith only slightmodification.In theexampleof
copy-on-write, for instance,the trustedparentprocessmustretain
exclusive controlof sharedpagesandits own pagetables,prevent-
ing a child from child makingcopiedpageswritablein theparent.
While this requiresmorepagefaultsin the parent,it doesnot in-
creasethenumberof pagecopiesor seriouslycomplicatethecode.

Defensive programming for mutual distrust. Finally, there
aresituationswheremutuallydistrustfulprocessesmustsharehigh-
level abstractionswith eachother. For instance,two unrelatedpro-
cessesmaywish to communicateoveraUNIX domainsocket,and
neithermayhaveany trustin theother. For OSabstractionsthatcan
besharedby mutuallydistrustfulprocesses,libOSesmustinclude
defensive implementationsthat give reasonableinterpretationsto
all possibleactionsby the foreign process(for instancea socket
write largerthanthebuffer canbeinterpretedasanendof file).
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Fortunately, sharingwith mutual distrust occursvery infre-
quently� for many abstractions.Many typesof sharingoccuronly
betweenchild andparentprocesses,wheremutualor unidirectional
trustalmostalwaysholds.Wheremutualdistrustdoesoccur, defen-
sivesanitychecksareoftennotonthecriticalpathfor performance.
In theremainingcases,asis thecasefor diskfiles,wehavecarefully
craftedkernelsoftwareabstractionsto help libOSesmaintainthe
necessaryinvariants.

4 Multiplexing StableStorage

An exokernelmustprovideameanstosafelymultiplex disksamong
multiple library file systems(libFSes).EachlibOS containsoneor
morelibFSes.Multiple libFSescanbeusedto sharethesamefiles
with different semantics.In addition to accessingexisting files,
libFSescandefinenew on-diskfile typeswith arbitrarymetadata
formats.An exokernelmustgive libFSesasmuchcontrolover file
managementaspossiblewhile still protectingfiles from unautho-
rized access.It thereforecannotrely on simple-mindedsolutions
likepartitioningto multiplex adisk:eachfile wouldrequireits own
partition.

To allow libFSesto perform their own file management,an
exokernel stablestoragesystemmust satisfy four requirements.
First, creatingnew file formatsshouldbe simpleandlightweight.
It shouldnot requireany specialprivilege.Second,the protection
substrateshouldallow multiple libFSesto safelysharefiles at the
raw diskblockandmetadatalevel.Third,thestoragesystemmustbe
efficient—asclosetoraw hardwareperformanceaspossible.Fourth,
thestoragesystemshouldfacilitatecachesharingamonglibFSes,
and allow them to easily addressproblemsof cachecoherence,
security, andconcurrency.

Thissectiondescribeshow Xok multiplexesstablestorage,both
to show how we addresstheseproblemsandto provide a concrete
exampleof theexokernelprinciplesin practice.First,we describe
XN, Xok’s extensible,low-level in-kernel stablestoragesystem.
We also describethe generalinterfacebetweenXN and libFSes
and presentoneparticularlibFS, C-FFS,the co-locatingfast file
system[15].

4.1 Overview of XN

Designinga flexible exokernel stablestoragesystemhasproven
difficult: XN isourfourthdesign.Thissectionprovidesanoverview
of UDFs, the cornerstoneof XN; the following sectionsdescribe
someearlierapproaches(andwhy they failed),andaspectsof XN
in greaterdepth.

XN providesaccessto stablestorageat thelevel of diskblocks,
exporting a buffer cacheregistry (Section4.3.3) as well as free
mapsandotheron-diskstructures.The main purposeof XN is to
determinethe accessrights of a given principal to a given disk
block asefficiently aspossible.XN mustpreventa malicioususer
from claiming anotheruser’s disk blocksaspart of her own files.
On a conventional OS, this task is easy, since the kernel itself
knowsthefile’smetadataformat.Onanexokernel,wherefileshave
application-definedmetadatalayouts,thetaskis moredifficult.

XN’s novel solution employs UDFs (untrusteddeterministic
functions). UDFsaremetadatatranslationfunctionsspecificto each
file type.XN usesUDFs to analyzemetadataandtranslateit into
a simple form the kernelunderstands.A libFS developercan in-
stall UDFs to introducenew on-disk metadataformats.The re-
strictedlanguagein whichUDFsarespecifiedensuresthatthey are
deterministic—theiroutputdependsonly on their input (themeta-
dataitself). UDFsallow thekernelto safelyandefficiently handle
any metadatalayoutwithoutunderstandingthelayoutitself.

UDFs are storedon disk in structurescalled templates.Each
templatecorrespondsto a particularmetadataformat; for exam-
ple, a UNIX file systemwould have templatesfor data blocks,
inodeblocks,inodes,indirectblocks,etc.Eachtemplate� hasone
UDF: owns-udf� , andtwo untrustedbut potentiallynondeterminis-
tic functions:acl-uf� andsize-uf� . All threefunctionsarespecified
in the samelanguagebut only owns-udf� must be deterministic.
Theothertwo canhaveaccessto, for example,thetimeof day. The
limited languageusedto write thesefunctionsis a pseudo-RISC
assemblylanguage,checked by the kernel to ensuredeterminacy.
Oncea templateis specified,it cannotbechanged.

For a pieceof metadata	 of templatetype � , owns-udf��
 	
�
returnsthe set of blocks which 	 points to and their respective
templatetypes.UDF determinismguaranteesthat owns-udfwill
always computethe sameoutput for a given input: XN cannot
be spoofedby owns-udf. The set of blocks owns-udfreturnsis
representedas a set of tuples.Eachtuple constitutesa range:a
block addressthat specifiesthe startof the range,the numberof
blocks in the range,and the templateidentifier for the blocks in
the range.Becauseowned setscan be large, XN allows libFSes
to partitionmetadatablocksinto disjoint piecessuchthateachset
returnedis (typically) asingletuple.

For example,saya libFS wantsto allocatea disk block � by
placinga pointer to it in a metadatastructure,	 . The libFS will
call XN, passingit 	 , � , andtheproposedmodificationto 	 (spec-
ified as a list of bytes to write into 	 ). To enforceprotection,
XN needsto know that the libFS’s proposedmodificationactually
doeswhat it saysit does—thatis, allocates� in 	 . Thus,XN runs
owns-udf��
 	
� ; makestheproposedmodificationon 	�� , acopy of
	 ; andrunsowns-udf� 
 	 � � . It thenverifiesthatthenew resultis
equaltheold resultplus � .

Theacl-uffunctionimplementstemplate-specificaccesscontrol
andsemantics;its input is a pieceof metadata,a proposedmodifi-
cationto thatmetadata,andsetof credentials(e.g.,capabilities).Its
output is a Booleanvalueapproving or disapproving of the mod-
ification. XN runsthe properacl-uf functionbeforeany metadata
modification.acl-ufs can implementaccesscontrol lists, as well
asproviding certainotherguarantees;for example,anacl-uf could
ensurethat inodemodificationtimesarekept currentby rejecting
any metadatachangesthatdonot updatethem.

Thesize-uffunctionsimply returnsthesizeof a datastructure
in bytes.

4.2 XN: Problemand history

Themostdifficult requirementfor XN is efficientlydeterminingthe
accessrightsof agivenprincipalto agivendisk block.Wediscuss
thesuccessive approachesthatwehavepursued.

Disk-block-level multiplexing. One approachis to associate
with eachblock or extent a capability(or accesscontrol list) that
guardsit. Unfortunately, if thecapabilityis spatiallyseparatedfrom
thedisk block (e.g.,storedseparatelyin a table),accessingablock
canrequiretwo disk accesses(oneto fetch thecapabilityandone
to fetch the block). While cachingcanmitigatethis problemto a
degree,we arenervousaboutits overheadon disk-intensive work-
loads.An alternativeapproachis to co-locatecapabilitieswith disk
blocksbyplacingthemimmediatelybeforeadiskblock’sdata[26].
Unfortunately, on commonhardware,reservingspacefor a capa-
bility would preventblocksfrom beingmultiplesof thepagesize,
addingoverheadandcomplexity to diskoperations.

Self-descriptivemetadata.Ourfirst seriousattemptatefficient
disk multiplexing provideda meansfor eachinstanceof metadata
to describeitself. For example,a disk block wouldstartwith some
numberof bytesof application-specificdataandthensay“the next
ten integers are disk block pointers.” The complexity of space-
efficientself-descriptioncausedusto limit whatmetadatacouldbe
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described.Wediscoveredthatthisapproachbothcausedunaccept-
able amountsof spaceoverheadand requiredexcessive effort to
modify existing file systemcode,becauseit wasdifficult to shoe-
hornexistingfile systemdatastructuresinto auniversalformat.

Template-baseddescription.Self-descriptionanditsproblems
wereeliminatedby the insight that eachfile systemis built from
only a handfulof differenton-diskdatastructures,eachof which
can be considereda type. Sincethe numberof typesis small, it
is feasibleto describeeachtypeonly onceperfile system—rather
thanonceperinstanceof a type—usinga template.

Originally, templateswerewritten in a declarative description
language(similar to that usedin self-descriptive metadata)rather
thanUDFs.Thissystemwassimpleandbetterthanself-descriptive
metadata,but still exhibited what we have cometo appreciateas
an indication that applicationsdo not have enoughcontrol: the
systemmadetoo many tradeoffs. We had to make a myriad of
decisionsaboutwhichbasetypeswereavailableandhow they were
represented(how largedisk block pointerscouldbe,how thetype
layoutcouldchange,how extentswerespecified).Giventhevariety
of on-diskdatastructuresdescribedin thefile systemliterature,it
seemsunlikely thatany fixedsetof componentswill everbeenough
to describeall usefulmetadata.

Our currentsolutionusestemplates,but tradesthe declarative
descriptionlanguagefor amoreexpressive, interpretedlanguage—
UDFs.This lets libFSestrack their own accessrightswithout XN
understandinghow they doso;XN merelyverifiesthatlibFSestrack
blockownershipcorrectly.

4.3 XN: Designand implementation

We first describethe requirementsfor XN and then presentthe
design.

4.3.1 Requirementsand approach

In our experienceso far, the following requirementshave been
sufficient to reconcileapplicationcontrolwith protectedsharing.

1. To preventunauthorizedaccess,everyoperationondiskdata
mustbe guarded.For speed,XN usessecure bindings[11]
to move accesschecksto bind time ratherthancheckingat
every access.For example,the permissionto reada cached
diskblock is checkedwhenthepageis insertedinto thepage
tableof thelibFS’senvironment,ratherthanoneveryaccess.

2. XN mustbe ableto determineunambiguouslywhat access
rightsaprincipalhasto agivendiskblock.For speed,it uses
theUDF mechanismto protectdisk blocksusingthelibFS’s
own metadataratherthanguardingeachblock individually.

3. XN mustguaranteethat disk updatesareorderedsuchthat
a crashwill not incorrectlygrant a libFS accessto datait
eitherhasfreedor hasnotallocated.Thisrequirementmeans
thatmetadatathatis persistentacrosscrashescannotbewrit-
ten whenit containspointersto uninitializedmetadata,and
that reallocationof a freedblock mustbe delayeduntil all
persistentpointersto it havebeenremoved.

While isolationallows separatelibFSesto coexist safely, pro-
tectedsharingof file systemstateby mutually distrustful libFSes
requiresthreeadditionalfeatures:

1. Coherentcachingof diskblocks.Distributed,per-application
diskblockcachescreateaconsistency problem:if two appli-
cationsobliviously cachethesamedisk block in two differ-
entphysicalpages,thenmodificationswill notbeshared.XN
solvesthisproblemwith anin-kernel,system-wide,protected

cacheregistry thatmapscacheddisk blocksto the physical
pagesholdingthem.

2. Atomic metadataupdates.Many file systemupdateshave
multiple steps.To ensurethat sharedstatealways endsup
in a consistentandcorrectstate,libFSescanlock cachereg-
istry entries.(Futurework will explore optimistic concur-
rency controlbasedonversioning.)

3. Well-formedupdates.File abstractionsabove the XN inter-
facemay requirethatmetadatamodificationssatisfyinvari-
ants(e.g.,thatlink countsin inodesmatchthenumberof as-
sociateddirectoryentries).UDFsallow XN toguaranteesuch
invariantsin afile-system-specificmanner, allowingmutually
distrustfulapplicationsto safelysharemetadata.

XN controlsonly whatis necessaryto enforcetheseprotection
rules.All otherabilities—I/Oinitiation,diskblock layoutandallo-
cationpolicies,recovery semantics,andconsistency guarantees—
areleft to untrustedlibFSes.

4.3.2 Ordereddisk writes

Anotherdifficulty XN mustfaceis guaranteeingthe rulesGanger
andPatt [16] give for achieving strict file systemintegrity across
crashes:First,never reuseanon-diskresourcebeforenullifying all
previous pointersto it. Second,never createpersistentpointersto
structuresbeforethey are initialized. Third, whenmoving an on-
diskresource,neverresettheoldpointerin persistentstoragebefore
thenew onehasbeenset.

Thefirst two rulesarerequiredfor globalsystemintegrity—and
thusmust be enforcedby XN—while a file systemviolating the
third rulewill only affect itself.

Therulesaresimplebut difficult to enforceefficiently: a naive
implementationwill incur frequentcostlysynchronousdiskwrites.
XN allows libFSesto addressthis by enforcingthe ruleswithout
legislatinghow to follow them.In particular, libFSescanchoose
any operationorderwhichsatisfiestheconstraints.

Thefirst ruleis implementedby deferringablock’sdeallocation
until all on-diskpointersto thatblockhavebeendeleted;areference
countperformedatcrashrecoverytimehelpslibFSesimplementthe
third rule.

Thesecondruleis thehardestof thethree.To implementit, XN
keepstrackof taintedblocks.Any block is consideredtaintedif it
pointseitherto anuninitializedblockor to ataintedblock.LibFSes
mustnot beallowedto write a taintedblock to disk.However, two
exceptionsallow XN to enforcethegeneralrulemoreefficiently:

First, XN allows entirefile systemsto bemarked“temporary”
(i.e.,notpersistentacrossreboots).Sincethesefile systemsarenot
persistent,they arenot requiredto adhereto any of the integrity
rules.This techniqueallows memory-basedfile systemsto be im-
plementedwith no lossof efficiency.

Thesecondexceptionisbasedontheobservationthatunattached
subtrees—treeswhoseroot is not reachablefrom any persistent
root—will not be preserved acrossrebootsand thus, like tempo-
rary trees,arefreeof any orderingconstraints.Thus,XN doesnot
tracktaintedblocksin anunreachabletreeuntil it is connectedto a
persistentroot.

4.3.3 The buffer cacheregistry

Finally, wediscusstheXN buffer cacheregistry, whichallowspro-
tectedsharingof diskblocksamonglibFSes.Theregistrytracksthe
mappingof cacheddiskblocksandtheirmetadatato physicalpages
(andvice versa).Unlike traditionalbuffer caches,it only records
the mapping,not the disk blocksthemselves.The disk blocksare
storedin application-managedphysical-memorypages.Theregistry

5



tracksboththemappinganditsstate(dirty, outof core,uninitialized,
locked).� To allow libFSesto seewhichdisk blocksarecached,the
buffer cacheregistry is mappedread-onlyinto applicationspace.

Accesscontrol is performedwhena libFS attemptsto mapa
physicalpagecontainingadisk block into its addressspace,rather
thanwhenthatblockis requestedfrom disk.Thatis, registryentries
canbe insertedwithout requiringthat the object they describebe
in memory. Blockscanalsobeinstalledin theregistry beforetheir
templateor parentis known. As a result,libFSeshave significant
freedomto prefetch.

Registry entriesareinstalledin two ways.First, anapplication
thathaswrite accessto a block candirectly install a mappingto it
into theregistry. Second,applicationsthatdonothavewrite access
to ablockcanindirectlyinstallanentryfor it by performinga“read
andinsert,” which tells thekernelto reada disk block,associateit
with anapplication-providedphysicalpage,settheprotectionof that
pagepageappropriately, andinsertthis mappinginto the registry.
This latter mechanismis usedto prevent applicationsthat do not
have permissionto write a block from modifying it by installinga
bogusin-corecopy.

XN doesnotreplacephysicalpagesfromtheregistry(exceptfor
thosefreedby applications),allowing applicationsto determinethe
mostappropriatecachingpolicy. Becauseapplicationsalsomanage
virtual memorypaging,the partitioningof disk cacheandvirtual
memorybackingstore is underapplicationcontrol. To simplify
theapplication’s taskandbecauseit is inexpensive to provide,XN
maintainsanLRU list of unusedbut valid buffers.By default,when
LibOSesneedpagesandnonearefree,they recycletheoldestbuffer
on thisLRU list.

XN allowsany processto write “unowned”dirty blocksto disk
(i.e., blocks not associatedwith a running process),even if that
processdoesnot have write permissionfor the dirty blocks.This
allowstheconstructionof daemonsthatasynchronouslywrite dirty
blocks.LibFSesdo not have to trust daemonswith write access
to their files, only to flush theblocks.This ability hasthreebene-
fits. First, thecontentsof theregistry canbesafelyretainedacross
processinvocationsratherthanhaving to bebroughtin andpaged
out on creationandexit. Second,this designsimplifiesthe imple-
mentationsof libFSes,sincea libFS canrely on a daemonof its
choiceto flush dirty blockseven in difficult situations(e.g.,if the
applicationcontainingthelibFSis swappedout).Third, thisdesign
allowsdifferentwrite-backpolicies.

4.4 XN usage

To illustratehow XN is used,wesketchhow alibFScanimplement
commonfile systemoperations.Thesetwo setupoperationsare
usedto installa libFS:

Type creation. The libFS describesits typesby storing tem-
plates,describedabove in Section4.1, into a typecatalogue. Each
templateis identifiedby a uniquestring(e.g.,“FFS Inode”).Once
installed,typesarepersistentacrossreboots.

LibFS persistence.ToensurethatlibFSdataispersistentacross
reboots,a libFS canregister the root of its treein XN’s root cat-
alogue. A root entry consistsof a disk extent andcorresponding
templatetype,identifiedby auniquestring(e.g.,“mylibFS”).

After a crash,XN usestheserootsto garbage-collectthe disk
by reconstructingthe free map.It doesso by logically traversing
all rootsandall blocksreachablefrom them:reachableblocksare
allocated,non-reachableblocksarenot. If rebuilding thefreemap
afteracrashneedsto befast,thisstepcanbeeliminatedby ordering
writesto thefreemap.

After initialization, the new libFS canuseXN. We describea
simplifiedversionof themostcommonoperations.

Startup. To startusingXN, a libFS loadsits root(s)andany
typesit needsfrom therootcatalogueinto thebuffer cacheregistry.

Usuallybothwill alreadybecached.
Read.Readingablock from disk is a two-stageprocess,where

the stagescanbe combinedor separated.First, the libFS creates
entriesin theregistry by passingblock addressesfor therequested
disk blocksandthe metadatablockscontrolling them(their par-
ents). The parentsmustalreadyexist in the registry—libFSesare
responsiblefor loading them.XN usesowns-udfto determineif
therequestedblocksarecontrolledby thesuppliedmetadatablocks
and,if so,installsregistryentries.

In thesecondstage,thelibFSinitiatesareadrequest,optionally
supplyingpagesto placethedatain. Accesscontrolthroughacl-uf
is performedat the parent(e.g., if the dataloadedis a baredisk
block),at thechild (e.g.,if thedatais aninode),or both.

A libFScanloadany blockin its treeby traversingfrom its root
entry, or optionallyby startingfrom any intermediatenodecached
in theregistry. NotethatXN specificallydisallowsmetadatablocks
from beingmappedread/write.

To speculatively readablockbeforeits parentis known,alibFS
canissuea raw readcommand.If theblock is not in theregistry, it
will bemarkedas“unknown type” andadiskrequestinitiated.The
block cannotbeuseduntil after it is boundto a parentby thefirst
stageof the readprocess,which will determineits typeandallow
accesscontrolto beperformed.

Allocate. A libFS selectsblocks to allocateby readingXN’s
map of free blocks, allowing libFSesto control file layout and
grouping.Freeblocksareallocatedto a given metadatanodeby
calling XN with themetadatanode,theblocksto allocate,andthe
proposedmodificationto the metadatanode.XN checksthat the
requestedblocksarefree,runsthe appropriateacl-uf to seeif the
libFShaspermissionto allocate,andrunsowns-udf, asdescribedin
Section4.1,to seethatthecorrectblock is beingallocated.If these
checksall succeed,the metadatais changed,the allocatedblocks
areremoved from the free list, andany allocatedmetadatablocks
aremarkedtainted(seeSection4.3.2).

Write. A libFSwritesdirty blocksto diskby passingtheblocks
to write to XN. If theblocksarenot in memory, or they have been
pinnedin memorybysomeotherapplication,thewrite isprevented.
The write alsofails if any of the blocksaretaintedandreachable
from a persistentroot. Otherwise,thewrite succeeds.If theblock
waspreviouslytaintedandnow isnot(eitherbyeliminatingpointers
to uninitialized metadataor by becominginitialized itself), XN
modifiesits stateandremovesit from thetaintedlist.

Sinceapplicationscontrolwhatis fetchedandwhatis pagedout
when(andin whatorder),they cancontrolmany diskmanagement
policiesandcanenforcestrongstabilityguarantees.

Deallocate.XN usesUDFsto checkdeallocateoperationsanal-
ogouslyto allocateoperations.If thereareno on-diskpointersto a
deallocateddiskblock,XN placesit onthefreelist. Otherwise,XN
enqueuestheblock on a “will free” list until theblock’s reference
countis zero.Referencecountsaredecrementedwhenaparentthat
hadanon-diskpointerto theblockdeletesthatpointervia awrite.

4.5 C-FFS: a library file system

This subsectionbriefly describesC-FFS(co-locatingfastfile sys-
tem[15])—a UNIX-lik e library file systemwe built—with special
referenceto additionalprotectionguaranteesit provides.

XN provides the basic protectionguaranteesneededfor file
systemintegrity, but real-worldfile systemsoftenrequireother, file-
system-specificinvariants.For instance,UNIX file systemsmust
ensuretheuniquenessof file nameswithin adirectory. This typeof
guaranteecanbeprovidedin any numberof ways:in thekernel,in a
server, or, in somecases,by simpledefensiveprogramming.C-FFS
currentlydownloadsmethodsinto thekernelto checkits invariants.
We arecurrentlydevelopinga systemsimilar to UDFsthatcanbe
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usedto enforcetype-specificinvariantsin an efficient, extensible
way.

Ourexperiencewith C-FFSshows that,evenwith thestrongest
desiredguarantees,aprotectedinterfacecanstill providesignificant
flexibility to unprivilegedsoftware,andthattheexokernelapproach
candealasreadilywith high-level protectionrequirementsasit can
with thosecloserto hardware.

C-FFSmakes four main additionsto XN’s protectionmecha-
nisms:

1. Accesscontrol:it mapstheUNIX representationandseman-
ticsof accesscontrol(uidsandgids,etc.)tothoseof exokernel
capabilities.

2. Well-formedupdates:C-FFSguaranteesUNIX-specificfile
semantics:for example,thatdirectoriescontainlegal,aligned
file names.

3. Atomicity: C-FFSperformslocking to ensurethatits datais
alwaysrecoverableanddiskwritesonlyoccurwhenmetadata
is internallyconsistent.

4. Implicit updates:C-FFSensuresthatcertainstatetransitions
areimplicit oncertainactions.Someexamplesarethatmod-
ification timesareupdatedwhenfile dataarechanged,and
thatrenamingor deletingafile updatesthenamecache.

It is not difficult to implementUNIX protectionwithout sig-
nificantly degrading applicationpower. C-FFS protectionis im-
plementedmainly by a small numberof if-statementsratherthan
by proceduresthat limit flexibility. Themostintricateoperation—
ensuringthat files in a directoryhave uniquenames—islessthan
100linesof codethatscansthroughalinkedlist of cacheddirectory
blocksto ensurenameuniqueness.

4.6 Futur ework

Stablestorageis the most challengingresourcewe have multi-
plexed.Futurework will focuson two areas.First,we planto im-
plementa rangeof file systems(log-structuredfile systems,RAID,
andmemory-basedfile systems),thustestingif the XN interface
is powerful enoughto supportconcurrentuseby radicallydifferent
file systems.Secondwewill investigateusinglightweightprotected
methodslike UDFsto implementthesimpleprotectionchecksre-
quiredby higher-level abstractions.

5 Overview of Xok/ExOS

For theexperimentsin this paper, we useXok/ExOS.This section
describesbothXok andExOS.

5.1 Xok
Xok safelymultiplexesthe physicalresourceson Intel x86-based
computers.Xok performsthis taskin amannersimilar to theAegis
exokernel,whichrunsonMIPS-basedDECstations[11]. TheCPU
is multiplexed by dividing time into round-robin-scheduledslices
with explicit notification of the beginning and the end of a time
slice.Environmentsprovide the hardware-specificstateneededto
runaprocess(e.g.,anexceptionstack)andto respondto any event
occurringduringprocessexecution(e.g.,interruptsandexceptions).
Thenetwork is multiplexedwith dynamicpacket filters [10]. This
subsectionbrieflydescribesthedifferencesbetweenAegisandXok.

Physicalmemory. UnliketheMIPSarchitecture,thex86archi-
tecturedefinesthe page-tablestructure.Sincex86 TLB refills are
handledin hardware,this structurecannotbeoverriddenby appli-
cations.Additionally, sincethe hardwaredoesnot verify that the

physicalpageof atranslationcanbemappedby aprocess,applica-
tionsarepreventedfromdirectlymodifyingthepagetableandmust
insteadusesystemcalls.AlthoughtheserestrictionsmakeXok less
extensiblethanAegis,they simplify theimplementationof libOSes
(seeSection9) with onlyasmallreductionin applicationflexibility.

Like Aegis,Xok allows efficient andpowerful virtual memory
abstractionstobebuilt attheapplicationlevel.It doessobyexposing
the capabilitiesof the hardware (e.g., all MMU protectionbits)
andexposingmany kerneldatastructures(e.g.,free lists, inverse
pagemappings).Xok’s low-level interfacemeansthat paging is
handledby applications.As such,it canbedonefrom disk,across
the network, or by data regeneration.Additionally, applications
canreadilyperformper-pagetransformationssuchascompression,
verificationof contentsusingdigital signatures(to allow untrusted
nodesin anetwork to cachepages),or encryption.

Wakeup predicates.Applicationsoften want to sleepuntil a
conditionis true.Unfortunately, it maybedifficult for anapplica-
tion to expressthis conditionto the kernel.This problemis more
prevalentonexokernelsbecausethebulk of OSfunctionalityresides
in theapplication.

Tosolvethisproblem,Xok providesapplicationswith theability
to inject wakeuppredicatesinto thekernel.Wakeuppredicatesare
booleanexpressionsusedby applicationsto sleepuntil thestateof
thesystemsatisfiessomecondition;they areevaluatedby thekernel
whenan environmentis aboutto bescheduled.Theapplicationis
notscheduledif thepredicatedoesnothold.

Predicateevaluation is efficient. Like dynamicpacket filters,
Xok compilespredicateson-the-flyto executablecode.Thesignif-
icantoverheadof anaddressspacecontext switchis eliminatedby
evaluatingthe predicatesin the exokernel and pre-translatingall
predicatevirtual addressesto their associatedphysicaladdresses.
Whenavirtualpagereferencedin apredicateisunmapped,thephys-
ical pageis notmarkedasfreeuntil anew predicateis downloaded
or until the applicationexits. Furthermore,the implementationof
wakeuppredicatesis simple(fewer than200 lines of commented
code)becausecarefullanguagedesign(noloopsandeasyto under-
standoperations)allowspredicatesto beeasilycontrolled.

Predicatesare simple but powerful. Coupledwith Xok’s ex-
posureof data structures,they have provided us with a robust
wakeup facility—noneof the new usesof wakeup predicatesre-
quiredchangesto Xok. For example,to wait for a disk block to
be pagedin, a wakeuppredicatecanbind to the block’s stateand
wake up whenit changesfrom “in transit” to “resident.” To bound
the amountof time a predicatesleeps,it cancompareagainstthe
systemclock.Thecompositionof multiplepredicatesallowsatomic
checkingof disjointdatastructures.

Accesscontrol Unlike Aegis, Xok performsaccesscontrol
throughhierarchically-namedcapabilities[31]; despitethe name,
thesecapabilitiesmore closely resemblea generalizedform of
UNIX userandgroupID thantraditionalcapabilities[9]. All Xok
calls requireexplicit credentials.We believe that the combination
of an exokernel interface,hierarchically-namedcapabilities,and
explicit credentialswill simplify the implementationof secureap-
plications,aswehopeto demonstratein futurework.

5.2 ExOS1.0
ExOS is a libOS that supportsmostof the abstractionsfound in
4.4BSD.It runsmany unmodifiedUNIX applications,includingall
of the applicationsthat are neededto build the completesystem
(kernel,ExOS,andapplications)on itself. It alsorunsmostshells,
file utilities (wc, grep,ls, vi, etc.),andmany networking applica-
tions(telnetd,ftp, etc.).Themostsalientmissingfunctionsarefull
paging,processswapping,processgroups,anda windowing sys-
tem.Thereis no fundamentalreasonwhy thesearenot supported;
wesimplyhavenotyethadthetimeto implementor port them.On
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Aegis, for instance,ExOSsupportedfull pagingto disk andover
thenetw� ork.

Theprimarygoalsof ExOSaresimplicity andflexibility. To al-
low applicationsto overrideany implementationfeature,we made
thesystementirely library based,ratherthanplaceobjectssuchas
processtablesin non-customizableservers.As a result,customiza-
tion of theresultingsystemis limited only by anapplication’s un-
derstandingof thesysteminterfacesandby theprotectionenforced
by sharedabstractions—any ExOSfunctionalitycanbereplacedby
application-specificcode.

Thetwo primarycaveatsof thecurrentimplementationarethat
thesystemis research,notproductionqualityandthatit usesshared
globalstatefor someabstractions.Theselimitationsarenot funda-
mental and we do not expect removing either caveat to have a
significantimpacton our results.To compensatefor theeffectsof
sharedstateon performance,measurementsin Sections6 and 8
includethecostof insertingsystemcallsbeforeall writesto shared
state.This representstheoverheadof invoking thekernelto check
writesto sharedstate.

5.2.1 Implementing UNIX abstractionson Xok
To implementUNIX abstractionsin a library, we partitionedmost
of theUNIX kernelstateandmadeit privateto eachprocess.The
remainderis shared.Mostcritical sharedstate(inodetable,file sys-
temmetadata,pagetables,buffer cache,processtable,andpipes),is
protectedusingXok’sprotectionsmechanisms.However, for some
sharedstate(theprocessmap,file descriptortable,sockets,TTYs,
mounttable,andsystemV sharedmemorytable),ExOSusesshared
memory. Usingsoftwareregions,weplanto make thissharedstate
fully protectedin the nearfuture.A limited degreeof fault isola-
tion is provided for theseabstractionsby mappingshareddataat
addressesfar from theapplicationtext anddata.

Processes.TheprocessmapmapsUNIX processidentifiersto
Xok environmentnumbersusinga sharedtable.Theprocesstable
recordstheprocessidentifiersof eachprocess,thatof its parent,the
argumentswith whichtheprocesswascalled,its runstatus,andthe
identity of its children.Thetableis partitionedacrossapplication-
reservedmemoryof Xok’senvironmentstructure,whichis mapped
readablefor all processesandwriteablefor only theenvironment’s
owning process.ExOSusesXok’s IPCto safelyupdateparentand
child processstate.The UNIX ps (processstatus)programis im-
plementedby readingall theentriesof theprocesstable.

UNIX provides the fork systemcall to duplicatethe current
processandexecto overlayit with another. Execis implementedby
creatinganew addressspacefor thenew process,loadingondemand
thedisk imageof theprocessinto thenew addressspace,andthen
discardingtheaddressspacethatcalledexec. Implementingfork in
a library is peculiarsinceit requiresthata processcreatea replica
of its addressspaceandstatewhile it is executing. To make fork
efficient,ExOSusescopy-on-writeto lazily createseparatecopies
of theparent’s addressspace.ExOSscansthroughits pagetables,
which are exposedby Xok, marking all pagesas copy-on-write
exceptthosedatasegmentandstackpagesthatthefork call itself is
using.Thesepagesmustbeduplicatedsoasnot to generatecopy-
on-writefaultswhile runningthefork andpagefaulthandlingcode.
Groupsof pagetableentriesareupdatedatoncebybatchingsystem
callsto amortizethesystemcall overheadovermany updates.

Inter processcommunication. UNIX definesa variety of in-
terprocesscommunicationprimitives:signals(software interrupts
that can be sentbetweenprocessesor to a processitself), pipes
(producer-consumeruntypedmessagequeues),andsockets(differ-
ing from pipesin thatthey canbeestablishedbetweennon-related
processes,potentiallyexecutingon differentmachines).

Signalsarelayeredon top of Xok IPC.Pipesareimplemented
usingXok’ssoftwareregions,coupledwith a“directedyield” to the
otherpartywhenit is requiredto dowork (i.e.,if thequeueis full or

empty).Socketscommunicatingonthesamemachinearecurrently
implementedusingasharedbuffer.

Inter-machinesocketsareimplementedthroughuser-level net-
work librariesfor UDP andTCP. Thenetwork librariesareimple-
mentedusingXok’s timers,upcalls,andpacket rings,whichallow
protectedbufferingof receivednetwork packet,

File descriptors.File descriptorsaresmallintegersusedto ac-
cessmany UNIX resources(e.g.,files, sockets,pipes).On ExOS
they nameentriesin a global file descriptortable, which is cur-
rentlystoredin sharedmemory. As in theUNIX kernelitself,ExOS
accesseseachtable elementin an object-orientedmanner:each
resourceis associatedwith a tableof pointersto functionsimple-
mentingeachoperation(read,write, etc.).However, unlike UNIX,
ExOSallowsapplicationsto install theirown methods.

Files.LocalfilesareaccessedthroughC-FFS,whichusesXN to
protectfile metadata;remotefilesareaccessedthroughtheNetwork
FileSystemprotocol(NFS)[38].Bothfile systemsarelibrarybased.
ExOSusesXN’s buffer cacheregistry to safelysharebothC-FFS
andNFSdisk blocks.

UNIX allowsdifferentfile systemstobeattachedtoitshierarchi-
cal namespace.ExOSduplicatesthis functionalityby maintaining
a currentlyunprotectedsharedmount table that mapsdirectories
from onefile systemto another.

5.2.2 Shared libraries
SinceExOSis implementedasa library, sharedlibrariesarecru-
cial. Without sharedlibraries,every applicationwould containits
own copy of ExOS,wastingmemoryandmakingprocesscreation
expensive. We employ a simplebut primitive schemefor shared
libraries.ExOSis linked asa stand-aloneexecutablewith its base
addressstartingat a reserved sectionof the application’s address
space.Its exportedsymbolsarethenextractedandstoredin anas-
semblyfile. To resolvecallsto library routines,theapplicationlinks
againstthis assemblyfile. During processcreationtheapplication
is loadedandExOSmapsthelibrary at its indicatedaddress.

Thisorganizationseparatesthefile thatthelibOSresidesin from
applications,allowing multiple applicationsto sharethesameon-
disk copy and,moreimportantly, any cacheddisk blocksfrom this
file. Codesharingreducesthesizeof ExOSexecutablesto roughly
thatof normalUNIX applications.Unliketraditionaldynamiclink-
ing, procedurecalls areno moreexpensive thanfor normalcode
sincethey donot requiretheuseof a relocationtable.

6 Application Performanceon Xok

This sectionshows thatunmodifiedUNIX applicationsrun asfast
onXok/ExOSasonconventionalcentralizedoperatingsystems.In
fact,becauseof C-FFS,someapplicationsrun considerablyfaster
onXok/ExOS.WecompareXok/ExOSto bothFreeBSD2.2.2and
OpenBSD2.1 on thesamehardware.Xok usesdevice driversthat
are derived from thoseof OpenBSD.ExOS also sharesa large
sourcecodebasewith OpenBSD,includingmostapplicationsand
mostof libc. Comparedto OpenBSDandFreeBSD,ExOShasnot
hadmuchtimeto mature;webuilt thesystemin lessthantwo years
andmovedto thex86platformonly ayearago.

All experimentsareperformedon 200-MHzIntel PentiumPro
processorswith a 256-KByteon-chipL2 cacheand64-MByteof
mainmemory. Thedisksystemconsistsof anNCR815SCSIcon-
troller connectinga fast SCSI chain with one or more Quantum
Atlas XP32150disk drivesto thePCI bus(vs440fxPCI chip set).
Reportedtimes are the minimum time of ten trials (the standard
deviationsof thetotal run timesarelessthanthreepercent).

The measurementsestablishtwo results.First, the baseper-
formanceof unalteredUNIX applicationslinked againstExOSis
comparableto OpenBSDandFreeBSD.UntrustedlibOSeson an
exokernelcansupportunchangedUNIX applicationswith thesame

8



performanceas centralizedmonolithic UNIX operatingsystems.
Second,� becauseof ExOS’s high-performancefile system,some
unalteredUNIX applicationsperformbetteronExOSthanonFree-
BSD andOpenBSD.Applicationsdo not needto be re-writtenor
evenmodifiedin orderto take advantageof anexokernel.

It is importantto notethata sufficiently motivatedkernelpro-
grammercanimplementany optimizationthat is implementedin
an extensiblesystem.In fact, a memberof our researchgroup,
CostaSapuntzakis,has implementeda versionof C-FFSwithin
OpenBSD.Extensiblesystems(andwe believe exokernelsin par-
ticular)make theseoptimizationssignificantlyeasierto implement
thancentralizedsystemsdo.For example,portingC-FFSto Open-
BSD took moreeffort thandesigningC-FFSandimplementingit
asa library file system.The experimentsbelow demonstratethat
by usingunprivilegedapplication-level resourcemanagement,any
skilled programmercanimplementusefulOS optimizations.The
extra layer of protectionrequiredto make this application-level
managementsafecostslittle.

6.1 Basesystemperformance
We test ExOS’s baseperformanceby running the I/O-intensive
benchmarksfrom Table1 over ExOS’s library implementationof
C-FFSon top of XN andcomparingit to OpenBSDwith a C-FFS
file system.The workloadin the experimentsrepresentsunmodi-
fied UNIX programsinvolved with installinga softwarepackage:
copying a compressedarchive file, uncompressingit, unpackingit
(which resultsin a sourcetree),copying the resultingtree,com-
paringthe two trees,compiling the sourcetree,deletingbinaries,
archiving thesourcetree,compressingthearchivefile, anddeleting
thesourcetree(seeTable1).

Figure 2 shows the performanceof theseapplicationsover
Xok/ExOS, OpenBSD/C-FFS,OpenBSD,and FreeBSD.To es-
tablish basesystemperformance,we compareXok/ExOS with
OpenBSD/C-FSS,sincethey bothuseaC-FFSfile system.Thetotal
runningtimefor Xok/ExOSis41secondsandfor OpenBSD/C-FFS
is 51seconds.SinceExOSandOpenBSD/C-FFSusethesametype
of file system,onewouldexpectthatExOSandOpenBSDperform
equallywell. As canbeseenin Figure2, Xok/ExOSperformance
is indeedcomparableto OpenBSD/C-FFSon eight of the 11 ap-
plications.On threeapplications(pax, cp, diff), Xok/ExOS runs
considerablyfaster(thoughwedo not yet have agoodexplanation
for this).

Fromthesemeasurementsweconcludethat,eventhoughExOS
implementsthebulk of theoperatingsystemattheapplicationlevel,
commonsoftwaredevelopmentoperationson Xok/ExOSperform
comparablyto OpenBSD/C-FFS.They demonstratethat—atleast
for thiscommondomainof applications—anexokernel’sflexibility
can be provided for free: even without aggressive optimizations
ExOS’s performanceis comparableto that of maturemonolithic
systems.Thecostof low-level multiplexing is negligible.

6.2 Invisible optimization usingC-FFS
Thesecomparisonsconcentrateon I/O intensive operationsthat
exploit the C-FFSlibrary file system[15]. We againusethe I/O-
intensivebenchmarksdescribedin Table1,butnow compareXok/C-
FFSwith OpenBSDandFreeBSD.As Figure2 shows, unaltered
UNIX applicationscanrunsignificantlyfasterontopof Xok/ExOS.
Xok/ExOS completesall benchmarksin 41 seconds,19 seconds
fasterthanFreeBSDandOpenBSD.On eightof theelevenbench-
marksXok/ExOSperformsbetterthanFree/OpenBSD(in onecase
by over a factorof four). ExOS’s performanceimprovementsare
dueto its C-FFSfile system.

We also ran the Modified Andrew Benchmark(MAB) [33].
On this benchmark,Xok/ExOStakes11.5seconds,OpenBSD/C-
FFStakes12.5seconds,OpenBSDtakes14.2seconds,andFree-

Benchmark Description (application)
Copy smallfile copy thecompressedarchivedsourcetree(cp)
Uncompress uncompressthearchive (gunzip)
Copy largefile copy theuncompressedarchive (cp)
Unpackfile unpackarchive (pax)
Copy largetree recursively copy thecreateddirectories(cp).
Diff largetree computethedifferencebetweenthetrees(diff)
Compile compilesourcecode(gcc)
Deletefiles deletebinaryfiles (rm)
Packtree archive thetree(pax)
Compress compressthearchive tree(gzip)
Delete deletethecreatedsourcetree(rm)

Table1: TheI/O-intensiveworkloadinstallsalargeapplication(the
lcc compiler).Thesizeof thecompressedarchive file for lcc is 1.1
MByte.
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Figure 2: Performance of unmodified UNIX applications.
Xok/ExOS and OpenBSD/C-FFSusea C-FFSfile systemwhile
Free/OpenBSDusetheirnative FFSfile systems.Timesarein sec-
onds.

BSDtakes11.5seconds.Thedifferencein performanceonMAB is
lessprofoundthanon theI/O-intensive benchmark,becauseMAB
stressesfork, anexpensivefunctionin Xok/ExOS.ExOS’sfork per-
formancesuffersbecauseXok doesnot yet allow environmentsto
sharepagetables.Fork takessix millisecondson ExOS,compared
to lessthanonemillisecondonOpenBSD.

6.3 The costof protection
In thissection,we investigatethecostof protectiononXok/ExOS.
As discussedin the previous section,we have not yet completed
the protectedimplementationof all datastructures.ExOS stores
sometablesin writeableglobalsharedmemory, including the file
descriptortable. In order for our measurementsto estimatethe
performanceof a fully protectedExOS,we insertedthreesystem
calls beforeevery write to thesesharedtables.All measurements
reportedin Section6 includetheseextracalls.

To measurethe costsof all protectionwe ran the benchmarks
presentedin Figure2 without XN or any of theextra systemcalls.
This reducestheoverall numberof Xok systemcallsfrom 300,000
to81,000,butonlychangesthetotalrunningtimefrom41.1seconds
to 39.7seconds.Realworkloadsaredominatedby costsotherthan
systemcall overhead.

To investigatethecostof protectionin moredetail,wemeasure
thecostof theprotectionmechanismsdescribedin Section3.Wedo
soby comparingtwo implementationsof pipes(seeTable2). The
first implementationplacesall datain sharedmemoryandperforms
no sanitychecking.The secondimplementationusessoftwarere-
gionsto protectpipedataandinstallsa wakeuppredicateon every

9



Benchmark Sharedmemory Protection OpenBSD
Latency 1-byte 13 30 34
Latency 8-Kbyte 150 148 160

Table2: Thecostof a local-trustimplementationof pipes(timesin
microseconds).

read(somethingunnecessaryevenwith mutualdistrust).Theresults
show thatevenwith gratuitoususeof Xok’sprotectionmechanisms,
user-level pipescanstill outperformOpenBSD.

7 Exploiting Extensibility in Applications

This sectiondemonstratessomeof the interestingpossibilitiesin
functionalityandperformanceenabledbyapplication-levelresource
management.We reporton a binaryemulator, a “zero-touch”file-
copy program,andthe Cheetahweb server. BecauseXN wasde-
velopedrecently, theapplicationsin thissectionwerenotmeasured
with XN.

7.1 Fast,simplebinary emulation
Xok providesfacilities to efficiently reroutespecificINT instruc-
tions.Wehaveusedthisability to build abinaryemulatorfor Open-
BSD applicationsby capturingthesystemcallsmadeby emulated
OpenBSDprograms.This binaryemulatoris usefulfor OpenBSD
programsfor which we do not have sourcecode.Although the
emulatoris only partiallycompleted(it supports90of theapproxi-
mately155OpenBSDsystemcalls),initial resultsarepromising:it
hasbeenableto executelargeprogramssuchasMosaic.

Themaininterestingfeatureof theemulatoris thatit runsin the
sameaddressspaceastheemulatedprogram,andconsequently does
notneedany privilege.Measurementsshow thatmostprogramson
theemulatorrunonly afew percentslowerthanthesameprograms
runningdirectlyunderXok/ExOS.

A counter-intuitive resultis that,becausethe emulatorrunsin
the sameaddressspaceas ExOS, it is possibleto run emulated
programsfasterthanon their native OS. For example,the trivial
“get processid” systemcall takes270cyclesonOpenBSDand100
cycleson theemulatorrunningonXok/ExOS(ona120-MHzIntel
Pentium).This differencecomesfrom the fact that the emulator
replacesOpenBSDsystemcalls with procedurecalls into ExOS.
ExOScanomit many expensive checksthat UNIX mustperform
in order to guardagainstapplicationerrors (on an exokernel, if
an applicationpassesthe wrong argumentsto a libOS, only the
applicationwill beaffected).

7.2 XCP: a “zero-touch” file copyingprogram
XCP is anefficient file copy program.It exploits thelow-level disk
interfaceby removing artificial orderingconstraints,by improv-
ing disk schedulingthroughlarge schedules,by eliminatingdata
touchingby theCPU,andby performingall disk operationsasyn-
chronously.

Givena list of files, XCP worksasfollows. First, it enumerates
andsortsthedisk blocksof all filesandissueslarge,asynchronous
disk readsusing this schedule.(If multiple instancesof XCP run
concurrently, thedisk driver will merge theschedules.)Second,it
createsnew files of the correctsize,overlappinginode and disk
blockallocationwith thediskreads.Finally, asthediskreadscom-
plete, it constructslarge writes to the new disk blocks using the
buffer cacheentries.This strategy eliminatesall copies;thefile is
DMAed into andoutof thebuffer cacheby thediskcontroller—the
CPUnever touchesthedata.

XCP is a factorof threefasterthanthe copy program(CP) on
Xok/ExOSthat usesUNIX interfaces,irrespective of whetherall

files arein core(becauseXCP doesnot touchthe data)or on disk
(becauseXCP issuesdisk scheduleswith a minimum numberof
seeksandthelargestcontiguousrangesof diskblocks).

Thefact that thefile systemis anapplicationlibrary allows us
bothto have integrationwhenappropriateandto craftnew abstrac-
tionsasneeded.Thislatterability isespeciallyprofitablefor thedisk
bothbecauseof thehighcostof diskoperationsandbecauseof the
demonstratedreluctanceof operatingsystemsvendorsto provide
useful,simpleimprovementsto their interfaces(e.g.,prefetching,
asynchronousreadsandwrites,fine-graineddisk restructuringand
“sync” operations).

7.3 The CheetahHTTP/1.0 Server
The exokernel architectureis well suitedto building fast servers
(e.g.,for NFSserversor webservers).Server performanceis cru-
cial to client/server applications[23], andtheI/O-centricnatureof
serversmakesoperatingsystem-basedoptimizationsprofitable.

We have developedan extensibleI/O library (XIO) for fast
servers anda sampleapplicationthat usesit, the CheetahHTTP
server.Thislibraryisdesignedtoallow applicationwriterstoexploit
domain-specificknowledgeandtosimplify theconstructionof high-
performanceserversby removing theneedto “trick” theoperating
systeminto doing what the applicationrequires(e.g.,Harvest [7]
storescachedpagesin multiple directoriesto achieve fast name
lookup).

An HTTPserver’s taskis simple:givenaclient request,it finds
the appropriatedocumentand sendsit. The CheetahWeb server
performsthe following setof optimizationsaswell asothersnot
listedhere.

MergedFile CacheandRetransmissionPool.Cheetahavoids
all in-memorydatatouching(bytheCPU)andtheneedfor adistinct
TCPretransmissionpoolby transmittingfile datadirectly from the
file cacheusingprecomputedfile checksums(whicharestoredwith
eachfile). Dataaretransmitted(andretransmitted,if necessary)to
theclientdirectlyfrom thefile cachewithoutCPUcopy operations.
(Pai et al. havealsousedthis technique[34].)

Knowledge-basedPacket Merging. Cheetahexploits knowl-
edgeof its per-requeststatetransitionsto reducethenumberof I/O
actionsit initiates.Forexample,it avoidssendingredundantcontrol
packetsby delayingACKsonclientHTTPrequests,sinceit knows
it will beableto piggy-backthemon theresponse.This optimiza-
tion is particularlyvaluablefor small documentsizes,wherethe
reductionrepresentsa substantialfraction (e.g.,20%) of the total
numberof packets.

HTML-based File Grouping.Cheetahco-locatesfilesincluded
in anHTML documentby allocatingthemin disk blocksadjacent
to that file when possible.When the file cachedoesnot capture
the majority of client requests,this extensioncanimprove HTTP
throughputby up to a factorof two.

Figure3showsHTTPrequestthroughputasafunctionof there-
questeddocumentsizefor fiveservers:theNCSA1.4.2server [32]
runningon OpenBSD2.0,theHarvestcache[7] runningon Open-
BSD 2.0, the basesocket-basedserver runningon OpenBSD2.0
(i.e.,ourHTTPserverwithoutany optimizations),thebasesocket-
basedserver runningon theXok exokernelsystem(i.e.,our HTTP
server without any optimizationswith vanilla socket andfile de-
scriptorimplementationslayeredoverXIO), andtheCheetahserver
runningon theXok exokernel(i.e.,our HTTP server with all opti-
mizationsenabled).

Figure3providesseveralimportantpiecesof information.First,
ourbaseHTTPserverperformsroughlyaswell astheHarvestcache,
whichhasbeenshown to outperformmany otherHTTPserver im-
plementationson general-purposeoperatingsystems.Both outper-
form the NCSA server. This gives us a reasonablestartingpoint
for evaluatingextensionsthat improve performance.Second,the
default socket andfile systemimplementationsbuilt on topof XIO
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Figure 3: HTTP documentthroughputas a function of the doc-
umentsize for several HTTP/1.0servers.NCSA/BSD represents
theNCSA/1.4.2serverrunningonOpenBSD.Harvest/BSDrepre-
sentstheHarvestproxy cacherunningon OpenBSD.Socket/BSD
representsour HTTP server using TCP sockets on OpenBSD.
Socket/Xok representsour HTTP server using the TCP socket
interface built on our extensibleTCP/IP implementationon the
Xok exokernel.Cheetah/XokrepresentstheCheetahHTTPserver,
whichexploits theTCPandfile systemimplementationsfor speed.

performsignificantlybetterthantheOpenBSDimplementationsof
thesameinterfaces(by80–100%).Theimprovementcomesmainly
from simple(thoughgenerallyvaluable)extensions,suchaspacket
merging,application-level cachingof pointersto file cacheblocks,
andprotocolcontrolblock reuse.

Third,andmostimportantly, Cheetahsignificantlyoutperforms
theserversthatusetraditionalinterfaces.By exploitingXok’sexten-
sibility, Cheetahgainsa four timesperformanceimprovementfor
smalldocuments(1KByteandsmaller),makingit eighttimesfaster
thanthebestperformancewecouldachieveonOpenBSD.Further-
more,the large documentperformancefor Cheetahis limited by
theavailablenetwork bandwidth(three100Mbit/sEthernets)rather
thanby theserver hardware.While thesocket-basedimplementa-
tion is limited to only 16.5 MByte/s with 100%CPU utilization,
Cheetahdeliversover29.3MByte/swith theCPUidle over30%of
thetime.Theextensibility of ExOS’s default unprivilegedTCP/IP
andfile systemimplementationsmadeit possibleto achieve these
performanceimprovementsincrementallyandwith low complexity.

Theoptimizationsperformedby Cheetaharearchitectureinde-
pendent.In Aegis,Cheetahobtainedsimilarperformanceimprove-
mentsoverUltrix webservers[24].

8 Global Performance

Xok/ExOS’s decentralizationof resourcemanagementallows the
performanceof individual applicationsto be improved, but Xok/
ExOSmustalsoguaranteegoodglobalperformancewhenrunning
multipleapplicationsconcurrently. Theexperimentsin thissection
measurethe situationwherethe exokernelarchitectureseemspo-
tentiallyweak:undersubstantialloadwhereselfishapplicationsare
consuminglarge resourcesandutilizing I/O devicesheavily. The
resultsindicatethat an exokernelcansuccessfullyreconcilelocal
controlwith globalperformance.

Global performancehasnot beenextensively studied.We use
thetotal time to completea setof concurrenttasksasameasureof
systemthroughput,andtheminimumandthemaximumlatency of
individualapplicationsasameasureof interactiveperformance.For
simplicitywecompareXok/ExOS’sperformanceunderhighloadto
thatof FreeBSD;in theseexperiments,FreeBSDalwaysperforms
betterthanOpenBSD,becauseof OpenBSD’s small, non-unified
buffer cache.While this methodologydoesnot guaranteethat an
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Figure 4: Measuredglobal performanceof Xok/ExOS (the first
bar)andFreeBSD(thesecondbar),usingthefirst applicationpool.
Timesarein secondsandonalogscale.number/numberreferstothe
thetotalnumberof applicationsrunby thescriptandthemaximum
numberof jobsrun concurrently. Total is thetotal runningtime of
eachexperiment,Max is the longestruntimeof any processin a
givenrun(giving theworstlatency). Min is theminimum.

exokernel cancompareto any centralizedsystem,it doesoffer a
usefulrelativemetric.

The spaceof possiblecombinationsof applicationsto run is
large.The experimentsuserandomizationto ensurewe get a rea-
sonablesampleof thisspace.Theinputsareasetof applicationsto
pick from, thetotal numberto run,andthemaximumnumberthat
canberunningconcurrently. Eachexperimentmaintainsthenum-
berof concurrentprocessesat thespecifiedmaximum.Theoutputs
arethe total runningtime, giving throughput,andthe time to run
eachapplication.Poor interactive performancewill show up asa
highminimumlatency.

The first applicationpool includesa mix of I/O-intensive and
CPU-intensive programs:packarchive (pax-w), searchfor a word
in a largefile (grep),computeachecksummany timesoverasmall
setof files(cksum),solveatravelingsalesmanproblem(tsp),solve
iteratively a largediscreteLaplaceequationusingsuccessive over-
relaxation(sor),countwords(wc), compile(gcc),compress(gzip),
anduncompress(gunzip).For this experiment,we choseapplica-
tionson which bothXok/ExOSandFreeBSDrun roughlyequiva-
lently. Eachapplicationrunsfor at leastseveralsecondsandis run
in a separatedirectoryfrom theothers(to avoid cooperative buffer
cachereuse).Thepseudo-randomnumbergeneratorsareidentical
andstartwith the sameseed,thusproducingidenticalschedules.
Theapplicationswe chosecompetefor theCPU,memory, andthe
disk.

Figure4 shows on a log scalethe resultsfor five differentex-
periments:seven jobs with a maximumconcurrency of one job
through35 jobs with a maximumconcurrency of five jobs. The
resultsshow that an exokernel systemcan achieve performance
roughly comparableto UNIX, despitebeing mostly untunedfor
globalperformance.

With asecondapplicationpool,weexamineglobalperformance
whenspecializedapplications(emulatedby applicationsthatbene-
fit from C-FFS’sperformanceadvantages)competewith eachother
and non-specializedapplications.This pool includestsp and sor
from above,unpackarchive (pax-r) from Section6, recursivecopy
(cp-r) from Section6, andcomparison(diff) of two identical5 MB
files.Thepaxandcpapplicationsrepresentthespecializedapplica-
tions.

Figure5 shows on a log scaletheresultsfor five experiments:
sevenjobswith amaximumconcurrency of onejob through35jobs
with amaximumconcurrency of 5 jobs.Theresultsshow thatglobal
performanceon anexokernelsystemdoesnot degradeeven when
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Figure5: Measuredglobalperformanceof Xok/ExOS(thefirst bar)
andFreeBSD(thesecondbar),usingthesecondapplicationpool.
Methodologyandpresentationareasdescribedfor Figure4.

someapplicationsuseresourcesaggressively. In fact, the relative
performancedifferencebetweenFreeBSDandXok/ExOSincreases
with job concurrency.

The centralchallengein an exokernelsystemis not enforcing
a globalsystempolicy but, rather, derivingtheinformationneeded
to decidewhat enforcementinvolvesanddoing so in sucha way
that applicationflexibility is minimally curtailed.Sincean exo-
kernelcontrolsresourceallocationandrevocation,it hasthepower
to enforceglobalpolicies.Quota-basedschemes,for instance,can
be trivially enforcedusingonly allocationdenialand revocation.
Fortunately, the crudenessof successfulglobal optimizationsal-
lows global schemesto be readily implementedby an exokernel.
For example,Xok currently tracksglobal LRU information that
applicationscanusewhendeallocatingresources.

We believe that an exokernelcanprovide global performance
superiorto currentsystems.First, effective local optimizationcan
meantherearemoreresourcesfor the entiresystem.Second,an
exokernelgivesapplicationwritersmachineryto orchestrateinter-
applicationresourcemanagement,allowingthemtoperformdomain-
specificglobal optimizationsnot possibleon currentcentralized
systems(e.g., the UNIX “make” programcould be modified to
orchestratethe completebuild process).Third, an exokernel can
unify the many space-partitionedcachesin currentsystems(e.g.,
thebuffer cache,network buffers,etc.).Fourth,sinceapplications
canknow whenresourcesarescarce,they canmake betteruseof
resourceswhen layeringabstractions.For example,a web server
thatcachesdocumentsin virtual memorycouldstopcachingdocu-
mentswhenits cachedoesnotfit in mainmemory. Futureresearch
will pursuetheseissues.

9 Experience

Over the pastthreeyears,we have built threeexokernelsystems.
We distill our experienceby discussingthe clearadvantages,the
costs,andlessonslearnedfrom building exokernelsystems.

9.1 Clear advantages
Exposingkernel datastructur es.Allowing libOSesto mapkernel
andhardwaredatastructuresinto theiraddressspacesis apowerful
extensibilitymechanism.(Of course,thesestructuresmustnotcon-
tainsensitiveinformationto whichtheapplicationlacksprivileges.)
Thebenefitsof mappingdatastructuresaretwo-fold.First,exposed
datastructurescanbeaccessedwithoutsystemcall overhead.More
importantly, however, mappingthe datastructuresdirectly allows
libOSesto makeuseof informationtheexokerneldid notanticipate
exporting.

Becauseexposeddatastructuresdonotconstituteawell-defined
API, softwarethat directly relieson them(e.g.,the hardwareab-
stractionlayer in a libOS) mayneedto berecompiledor modified
if the kernelchanges.This canbe seenasa disadvantage.On the
otherhand,codeaffectedbychangesin exposeddatastructureswill
typically residein dynamically-linkedlibOSes,sothatapplications
neednot concernthemselveswith thesechanges.Moreover, most
improvementsthat would requirekernel modificationon a tradi-
tional operatingsystemsneedonly effect libOSeson exokernels.
This is oneof themainadvantagesof theexokernel,aslibOSescan
be modifiedanddebuggedconsiderablymoreeasilythankernels.
Finally, weexpectmostchangesto theexokernelproperto bealong
the linesof new device driversor hardware-orientedfunctionality,
whichexposenew structuresratherthanmodify existingones.

In theend,someaggressive applicationsmaynot work across
all versionsof the exokernel,even if they aredynamicallylinked.
This problemis nothingnew, however. A numberof UNIX pro-
gramssuchas top, gated,lsof, and netstatalreadymake useof
private kernel datastructuresthroughthe kernel memorydevice
/dev/kmem . Administratorshavesimplylearnedto reinstallthese
programswhenever majorkerneldatastructureschange.

Theuseof “wakeuppredicates”hasforcefully drivenhomethe
advantagesof exposingkerneldatastructures.Frequently, wehave
requiredunusualinformationaboutthe system.In all cases,this
informationwasalreadyprovidedby thekerneldatastructures.

The CPU interface. The combinationof time slices, initia-
tion/terminationupcalls,anddirectedyields hasproven its value
repeatedly. (Subsequentto ourwork,othershave foundtheseprim-
itivesuseful [14].) We have usedthe primitives for inter-process
communicationoptimization(e.g., two applicationscommunicat-
ing throughasharedmessagequeuecanyield to eachother),global
gang-scheduling,androbustcritical sections(seebelow).

Libraries aresimpler than kernels.The“edit,compile,debug”
cycle of applicationsis considerablyfasterthanthe“edit, compile,
reboot,debug” cycle of kernels.A practicalbenefitof placingOS
functionalityin librariesis thatthe“reboot” is replacedby “relink.”
Accumulatedovermany iterations,thisreplacementreducesdevel-
opmenttime substantially. Additionally, the fact that the library is
isolatedfrom the restof the systemallows easydebuggingof ba-
sic abstractions.Untrusteduser-level serversin microkernel-based
systemsalsohave thisbenefit.

9.2 Costs
Exokernelsarenotapanacea.Thissubsectionlistssomeof thecosts
wehaveencountered.

Exokernel interface designis not simple.Thegoalof anexo-
kernel systemis for privileged software to export interfacesthat
let unprivileged applicationsmanagetheir own resources.At the
sametime, theseinterfacesmustoffer rich enoughprotectionthat
libOSescanassurethemselvesof invariantson high-level abstrac-
tions. It generallytakes several iterationsto obtaina satisfactory
interface,asthe designerstrugglesto increasepower andremove
unnecessaryfunctionalitywhile still providing thenecessarylevel
of protection.Most of our major exokernel interfaceshave gone
throughmultipledesignsoverseveralyears.

Inf ormation loss.Valuableinformationcanbe lost by imple-
mentingOSabstractionsatapplicationlevel.For instance,if virtual
memoryand the file systemare completelyat applicationlevel,
the exokernel may be unableto distinguishpagesusedto cache
disk blocksandpagesusedfor virtual memory. Glaze,the Fugu
exokernel,hastheadditionalcomplicationthatit cannotdistinguish
suchusesfromthephysicalpagesusedfor bufferingmessages[29].
Frequently-usedinformationcanoftenbederivedwith little effort.
For example,if pagetablesare managedby the application,the
exokernelcanapproximateLRU pageorderingby trackingthe in-
sertionof translationsinto theTLB. However, at thevery least,this
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inferencerequiresthought.
Self-paginglibOSes.Self-pagingis difficult (only a few com-

mercialoperatingsystemspagetheir kernel).Self-paginglibOSes
areeven moredifficult becausepagingcanbe causedby external
entities(e.g.,the kernel touchinga paged-outbuffer that a libOS
provided).Carefulplanningis necessaryto ensurethatlibOSescan
quickly selectandreturna pageto theexokernel,andthat thereis
a facility to swapin processeswithoutknowledgeof their internals
(otherwisevirtual memorycustomizationwill beinfeasible).

9.3 Lessons
Providespacefor application data in kernelstructur es.LibOSes
areofteneasiertodevelopif they canstoresharedstatein kerneldata
structures.In particular, thisability cansimplify thetaskof locating
sharedstateandoftenavoidsawkward(andcomplex) replicationof
indexing structuresat theapplicationlevel. For example,Xok lets
libOSesusethesoftware-onlybitsof pagetables,greatlysimplify-
ing theimplementationof copy on write.

Fastapplicationsdo not requiregoodmicrobenchmarkper-
formance.The main benefitof an exokernel is not that it makes
primitive operationsefficient, but that it givesapplicationscontrol
over expensive operationssuchasI/O. It is this control thatgives
orderof magnitudeperformanceimprovementsto applications,not
fastsystemcalls.We heavily tunedAegis to achieve excellentmi-
crobenchmarkperformance.Xok, on theotherhand,is completely
untuned.Nevertheless,applicationsperformwell.

Inexpensive critical sectionsare useful for LibOSes. In tra-
ditionalOSes,inexpensive critical sectionscanbeimplementedby
disablinginterrupts[3]. ExOSimplementssuchcritical sectionsby
disablingsoftwareinterrupts(e.g.,time slice terminationupcalls).
Using critical sectionsinsteadof locks removesthe needto com-
municateto managea lock, to trustsoftwareto acquireandrelease
locks correctly, and to usecomplex algorithmsto reclaima lock
whenaprocessdieswhile still holdingit. Thisapproachhasproven
to besimilarly usefulon theFugumultiprocessor;it is thebasisof
Fugu’s fastmessagepassing.

User-level pagetablesarecomplex.If pagetablesaremigrated
to userlevel (ason Aegis),a concertedeffort mustbemadeto en-
surethattheuser’sTLB refill handlercanrunin unusualsituations.
The reasonis not performance,but that the namingcontext pro-
videdby virtual memorymappingsis arequirementfor mostuseful
operations.For example,in thecaseof downloadedcoderun in an
interrupthandler, if the kernel is not willing to allow application
codeto serviceTLB missesthentherearemany situationswhere
the codewill be unableto make progress.User-level pagetables
madetheimplementationof libOSestricky onAegis;sincethex86
hashardwarepagetables,this issuedisappearedon Xok/ExOS.

Downloaded interrupt handlers are of questionableutility
on exokernels. Aegis useddownloadedcode extensively in in-
terrupt servicing[44]. The two main benefitsare elimination of
kernelcrossingsandfastupcallsto unscheduledprocesses,thereby
reducingprocessinglatency (e.g.,of send-responsestyle network
messages).Oncurrentgenerationchips,however, thelatency of I/O
devicesis largecomparedto theoverheadof kernelcrossings,mak-
ing thefirst benefitnegligible. Theseconddoesnot requiredown-
loadingcode,only anupcallmechanism.In practice,it is thelatter
ability thatgivesusspeed.Downloadinginterrupthandlersseems
moreusefuloncommercialoperatingsystemswith extremelyhigh
overheadfor kernelcrossingthanonexokernelsystems.It is easier
to downloadinterrupthandlersintoanexistingcommercialOSthan
to turn thecommercialOSinto anexokernelsystem.

Downloadedcodeis powerful. Downloadedcodeletstheker-
nel leavedecisionsto untrustedsoftware.Wehave foundthisdele-
gationinvaluablein many places.Themainbenefitof downloaded
codeisnotexecutionspeed,butrathertrustandconsequentlypower:
The kernelcaninvoke downloadedcodein caseswhereit cannot

trustapplicationcode.For example,packet filters aredownloaded
codefragmentsusedby applicationsto claim incoming network
packets.Becausethey arein thekernel,thekernelcaninspectthem
andverify thatthey donotstealpacketsintendedfor otherapplica-
tions.The alternative, askingeachapplicationif it claimsa given
packet, is clearlyunworkable;thekernelwouldnotknow how deci-
sionsweremadeandcouldnotguaranteetheircorrectness.Another
exampleis theuseof downloadedcodefor metadatainterpretation:
sincethekernelcanensurethatUDFsaredeterministicanddo not
change,it cantrusttheir outputwithouthaving to understandwhat
they do.

10 Conclusion

This paperevaluatesthe exokernelarchitectureproposedin [11].
It shows how we built an exokernel systemthat separatespro-
tectionfrom managementto give untrustedsoftwarecontrol over
resourcemanagement.Our exokernelsystemgivessignificantper-
formanceadvantagestoaggressively-specializedapplicationswhile
maintainingcompetitive performanceon unmodifiedUNIX appli-
cations,evenunderheavily multitaskedworkloads.Exokernelsalso
simplify thejob of operatingsystemdevelopmentby allowing one
library operatingsystemto be developedanddebuggedfrom an-
otheronerunningon the samemachine.The advantagesof rapid
operatingsystemdevelopmentextendbeyondspecializednicheap-
plications.Thus,while somequestionsaboutthe full implications
of theexokernelarchitectureremainto beanswered,it is a viable
approachthatoffersmany advantagesoverconventionalsystems.
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