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Abstract

Theexokerneloperatingsystemarchitecturesafelygivesuntrusted
softwareefficient controlover hardwareandsoftwareresourcedy
separatingnanagementrom protection.This paperdescribesan
exokernel systemthat allows specializedapplicationsto achiee
high performancewithout sacrificingthe performanceof unmod-
ified UNIX programs.t evaluatesthe exokernel architectureby
measuringend-to-endapplication performanceon Xok, an exo-
kernel for Intel x86-basedcomputers,and by comparingXok's
performanceo the performancef two widely-used4.4BSDUNIX
systemgFreeBSDandOpenBSD) Theresultsshav thatcommon
unmodifiedUNIX applicationscan enjoy the benefitsof exoker
nels: applicationseither perform comparablyon Xok/ExOS and
the BSD UNIXes, or performsignificantly better In addition,the
resultsshaw thatcustomizedapplicationscanbenefitsubstantially
from control over their resourcege.g.,a factorof eightfor a Web
sener). This paperalsodescribesnsightsaboutthe exokernelap-
proachgainedthroughbuilding threedifferentexokernel systems,
andpresentsiovel approacheto resourcanultiplexing.

1 Intr oduction

In traditional operatingsystems,only privileged seners and the
kernel can managesystemresourcesUntrustedapplicationsare
restrictedto the interfacesandimplementation®f this privileged
software. This organizationis flawedbecausepplicationdemands
vary widely. An interfacedesignedo accommodatevery appli-
cation mustanticipateall possibleneeds.The implementationof
suchan interface would needto resohe all tradeofs and antic-
ipate all ways the interface could be used.Experiencesuggests
that suchanticipationis infeasibleandthatthe costof mistalesis
high[1, 4, 8, 11, 21, 39].

The exolernel architectue [11] solvesthis problemby giving
untrustedapplicationsas much control over resourcesas possi-
ble. It doessoby dividing responsibilitieglifferently from theway
corventionalsystemslo. Exokernelsseparat@rotectionfrom man-
agementthey protectresource$ut delggatemanagemerntb appli-
cations.For example eachapplicationmanagess own disk-block
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cacheput theexokernelallows cachedhagedo besharedsecurely
acrossll applicationsThus,the exokernelprotectpagesanddisk
blocks,but applicationananagehem.

Of course notall applicationseedcustomizedesourceaman-
agementlnsteadof communicatingvith theexokerneldirectly, we
expect most programsto be linked with libraries that hide low-
level resourceshehind traditional operatingsystemabstractions.
However, unlike traditionalimplementationsf theseabstractions,
library implementationareunprivilegedandcanthereforebemod-
ified or replacedatwill. We referto theseunpriilegedlibrariesas
library opemating systemsor libOSes.

Wehopetheexokernelorganizatiorwill facilitateoperatingsys-
teminnovation:thereareseveralordersof magnitudemoreapplica-
tion programmershanOSimplementorsandary programmecan
specializealibOS withoutaffectingtherestof thesystemLibOSes
alsoallow incrementalselectve adoptionof nev OSfeaturesap-
plicationslink with thelibOSesthatprovide whatthey need—nw
OS functionality is effectively distributedwith the applicationbi-
nary

TheexokernelapproachaisesseveralquestionsCanambitious
applicationsctuallyachievesignificanfperformancémprovements
onanexokernel?Will traditionalapplications—foexample,unal-
teredUNIX applications—pay pricein reducedcberformance®s
global performancecompromisedwhen no centralizedauthority
decidesschedulingand multiplexing policies?Doesthe lack of a
centralizedmanagemenpolicy for sharedOS structuredower the
integrity of the system?

This paperattemptgo answethesequestiongandtherebyeval-
uate the soundnes®f the exokernel approach.Our experiments
areperformedon the Xok/ExOSexokernelsystem Xok is anexo-
kernelfor Intel x86-basedomputerandExOSis its defaultlibOS.
Xok/ExOScompilesonitselfandrunsmary unmodifiedJNIX pro-
grams(e.qg.,perl, gcc, telnet,and mostfile utilities). We compare
Xok/ExOSto two widely-used4.4BSDUNIX systemsunningon
thesamehardware,usinglarge,real-world applications.

ExOS ensureghe integrity of mary of its abstractionsising
Xok’s supportfor protectedsharing.Someabstractionshowever,
still usesharedylobaldatastructuresExOScannoguarateeUNIX
semanticgor theseabstractionsintil they areprotectedrom arbi-
trary writesby otherprocessedn our measurementsye approxi-
matethe costof this protectionby insertingsystemcallsbeforeall
writesto sharedylobalstate.

Ourresultsshav thatmostunmodifiedUNIX applicationger
form comparablyon Xok/ExOS and on FreeBSDor OpenBSD.
Someapplicationshawever, run up to a factor of four fasteron
Xok/ExOS. Experimentswith multiple applicationsrunning con-
currently also shav that exokernelscan offer competitve global
systermperformance.

We alsodemonstrateéhat application-leel control cansignifi-
cantly improve the performanceof applicationsFor example,we



describea new high-performancédTTP sener, Cheetahthat ac-
tively exploits exokernel extensibility. Cheetalusesa file system
anda TCPimplementatiorcustomizedor the propertiesof HTTP
traffic. Cheetalperformaupto eighttimesfastetthanthebestUNIX
HTTP senerwe measurednthesamehardvare.

In additionto evaluatingthe exokernel approach this paper
presentiew kernelinterfacesthat separatgrotectionfrom man-
agementWe discusghedisk subsystemXN, andexplain how un-
privilegedapplicationscandefinenew file systemsandhow these
file systemsansafelymultiplex thesamedisk atafine granularity
Finally, we summarizewhat we have learnedfrom building three
completesxokernelsystemgXok, Aegis[11] for DECstationsand
Glaze[29] for the Fugumultiprocessor).

Therestof thepapelis organizedasfollows. Section2 discusses
relatedwork. Section3 summarizetheexokernelarchitectureSec-
tion 4 providesadetailedexampleof reconcilingapplicationcontrol
with protectionby presentinghedisk systemXN. Section5 briefly
overviews Xok/ExOS theexperimentaknvironmentfor this paper
Section6 reportson the performancef unalteredUNIX applica-
tions, while Section7 reportson the performancef aggressiely-
specializeépplicationssuchasthehigh-performaneChestahweb
sener. Section8 investigateglobal performanceon an exokernel
system.Section9 discusseur experienceswith building three
differentexokernelsystemsSection10 concludes.

2 RelatedWork

Theexokernelarchitecturavasproposedn [11], whichdescribedh
researciprototypethatperformedsignificantlybetterthanUItrix on
microbenchmarkdVhile thepapemrovidedevidencethattheexo-
kernelapproactwaspromising,it left mary questionsinanswered.

Thereis alargeliteratureon extensibleoperatingsystemsstart-
ing with theclassicrationalesoy LampsorandBrinch Hanser{19,
25, 26]. Previousapproacheto extensibility canbe coarselyclas-
sified in threegroups:bettermicrokernels,virtual machinesand
downloading untrustedcodeinto the kernel. We discusseachin
turn.

The principal goal of an exokernel—gving applicationscon-
trol—is orthogonato thequestiorof monolithicversuanicrokernel
organizationlIf applicationsarerestrictedto inadequaténterfaces,
it males little differencewhetherthe implementationgesidein
the kernel or privileged usetlevel seners[20, 18]; in both cases
applicationdack control. For example,it is difficult to changethe
buffer managemenpolicy of a sharedfile sener. In mary ways,
senerscanbeviewedasfixedkernelsubsystemthathapperto run
in userspace Whethermonolithic or microkernel-basedthe goal
of anexokernelsystemremainsfor privilegedsoftwareto provide
interfacesthatdo not limit the ability of unprivilegedapplications
to manageheir own resources.

Somenewer microkernelspushthe kernelinterface closerto
the hardware[8, 20, 36], obtainingbetterperformanceandrobust-
nessthanprevious microkernelsandallowing for a greaterdegree
of flexibility, sincesharedmonolithic seners can be broken into
several seners. Techniquego reducethe cost of sharedseners
by improving IPC performancemaoving code from seners into
libraries, mappingread-onlyshareddatastructuresand batching
systemcalls[2, 18, 28, 30] canalsobe successfullyappliedin an
exokernelsystem.

Virtualmachine$5, 12, 17] (VMs) areanOSstructurén which
aprivilegedvirtual machinemonitor(VMM) isolatedessprivileged
softwarein emulatedcopiesof the underlyinghardware. Unfortu-
nately emulationhidesinformation. This canlead to ineffective
useof hardwareresourcesfor instancethe VMM hasno way of
knowing if aVM no longerneedsa particularvirtual page.More-
over, VMs canonly shareaesourceshroughremotecommunication
protocols.This preventsVMs from sharingmary OS abstractions
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Figurel: A simplifiedexokernelsystemwith two applicationseach
linkedwith its own libOS andsharingpageshrougha buffer cache

registry.

suchasprocessesr file descriptorswith eachother Thus,VMMs
confinespecializedperatingsystemsandassociategrocesseso
isolatedvirtual machineswhile exokerneldet applicationsisecus-
tomizedlibOSeswithout sacrificinga singleview of themachine,

Downloadingcodeinto the kernelis anotherapproachto ex-
tensibility. In mary systemsnly trusteduserscandownloadcode,
eitherthroughdynamically-loadedkernelextensionsor staticcon-
figuration[13, 21]. In the SPIN and Vino systemsary usercan
safelydownloadcodeinto the kernel[4, 39]. Safedownloadingof
codethroughtype-safety4, 37]andsoftwarefault-isolatior{39, 42]
is complementaryo the exokernelapproactof separatingrotec-
tion from managemengxokernelsusedownloadingof codeto let
thekernelleave decisiongo untrustedsoftware[11].

In additionto thesestructuralapproachesnuchwork hasbeen
doneon better OS abstractionghat give more control to appli-
cations,such as userlevel networking [40, 41], lottery schedul-
ing [43], application-controlledvirtual memory[22, 27] and file
systemg6, 35]. All of thiswork is directly applicableto libOSes.

3 Exokernel Background

Thissectiorbriefly summarizetheexokernelarchitectureFig-
urel shavs asimplifiedexokernelsystenthatis runningtwo appli-
cations:anunmodifiedUNIX applicationlinked againsthe ExOS
libOS anda specializedexokernel applicationusingits own TCP
andfile systemnlibraries.Applicationscommunicatavith thekernel
using low-level physicalnames(e.g., block numbers)the kernel
interfaceis ascloseto the hardware as possible LibOSeshandle
higherlevel namege.g.,file descriptorsandsupplyabstractions.

We briefly describehe exokernelprinciples,motivatedin [11].
Theseprinciplesillustratethe mechanic®f exokernelsystemsand
provide importantmotivationfor mary designdecisiongiscussed
laterin this paper In addition,we shav how the principlescanbe
appliedanddiscusghe generaissueof protectedsharing.

3.1 Exokernelprinciples

The goal of an exokernelis to give efficient control of resources
to untrustedapplicationsn a securemulti-usersystemWe follow
theseprinciplesto achieve this goal:

Separate protection and management.Exokernelsprovide
primitives at the lowest possiblelevel requiredfor protection—
ideally, at the level of hardware (disk blocks, contet identifiers,
TLB, etc.).Resourcananagemens restrictedto functionsneces-
saryfor protectionallocation revocation,sharing andthetracking
of ownership.



Exposeallocation. Applicationsallocateresourcesxplicitly.
Thekernelallows specificresourceso berequestediuringalloca-
tion.

Exposenames.Exokernelsusephysicalnameswvherever pos-
sible.Physicahamesaptureusefulinformationanddonotrequire
potentiallycostlyor race-prongranslationgrom virtual names.

Exposerevocation. Exokernelsexposerevocationpoliciesto
applicationsThey let applicationschoosewhich instanceof are-
sourceto give up. Eachapplicationhascontrolover its setof phys-
ical resources.

Exposeinformation. Exokernelsexposeall systeninformation
andcollectdatathat applicationscannoteasily derive locally. For
example,applicationscandeterminenow mary hardware network
buffers thereare or which pagescachefile blocks.An exokernel
might also recordan approximatdeast-recently-usedrderingof
all physical pages,somethingindividual applicationscannotdo
without globalinformation.

Theseprinciplesapplynotjustto thekernel,but to ary compo-
nentof an exokernelsystem Privilegedsenersshouldprovide an
interfaceboileddown to justwhatis requiredfor protection.

3.2 Kernel support for protectedabstractions

Mary of the resourcegprotectedby traditionaloperatingsystems
arethemseles high-level abstractionsFiles, for instance consist
of metadatadisk blocks,andbuffer cachepagesall of which are
guardedby accessontrolon high-level file objectsWhile exoker-
nelsallow directaccesgo low-level resourcesexokernelsystems
mustbeableto provide UNIX-lik eprotectionjncludingaccesson-
trol on high-level objectswhererequiredfor security One of the
mainchallengesn designingexokernelsis to find kernelinterfaces
thatallow suchhigherlevel accessontrolwithout eithermandat-
ing a particularimplementatioror hinderingapplicationcontrol of
hardvareresources.

Xok meetsthis challengewith threedesigntechniquesFirst, it
performsaccessontrolon all resourcesn the samemannerSec-
ond,Xok providessoftwareabstractionso bind hardwareresources
togetherFor example,asshavn in Figurel, the Xok buffer cache
registry bindsdisk blocksto the memorypagescachingthem.Ap-
plicationshave control over physicalpagesanddisk I/O, but can
alsosafelyuseeachothers cachedpagesXok’s protectionmech-
anismguaranteethata processanonly accessa cachepageif it
hasthesamdevel of accesso thecorrespondinglisk block. Third,
and mostgeneral,someof Xok's abstractionsllow applications
to downloadcode.This is requiredfor abstractionsvhoseprotec-
tion doesnotmapto hardwareabstractionsi-or example files may
requirevalid updatedo their modificationtimes.

The key to theseexokernel software abstractionss that they
neitherhinderlow-level accesgo hardware resourcesior unduly
restrict the semanticsof the protectedabstractionghey enable.
Giventhesepropertiesakernelsoftwareabstractiordoesnotviolate
theexokernelprinciples.

Though these software abstractiongresidein the kernel on
Xok, they couldalsobeimplementedn trusteduserlevel seners.
This microkernelorganizatiorwould costmary additionalcontext
switchestheseareparticularlyexpensve onthe Intel PentiumPro
processorsnwhich Xok runs.Furthermorepartitioningfunction-
ality in userlevel senerstendsto bemorecomplex.

3.3 Protectedsharing

The low-level exokernelinterfacegiveslibOSesenoughhardware
controlto implementall traditionaloperatingsystemabstractions.
Library implementationf abstractionshave the adwantagethat
they cantrustthe applicationghey link with andneednot defend
againsmalicioususe.Theflip side,haowever, is thatalibOS cannot

necessariltrust all otherlibOSeswith accesdo a particularre-
source WhenlibOSesguarante@variantsabouttheirabstractions,
they mustbe aware of exactly which resourcesreinvolved, what
otherprocessedave accesdo thoseresourcesandwhat level of
trustthey placein thoseotherprocesses.

As anexample considethesemanticef theUNIX fork system
call. It spavnsanew processhnitially identicalto thecurrentlyrun-
ning one.This involvescopying the entirevirtual addresspaceof
theparentprocessataskoperatingsystemsypically performlazily
through copy-on-write to avoid unnecessarypage copies. While
copy-on-write can always be donein a trusted,in-kernel virtual
memorysystemalibOS mustexercisecareto avoid compromising
thesemantic®f fork whensharingpageswith potentiallyuntrusted
processed hissectiondetailssomeof theapproachese have used
to allow alibOSto maintaininvariantswhensharingresourcesvith
otherlibOSes.

The exokernel provides four mechanismdibOSescan useto
maintaininvariantsin sharedabstractionsFirst, softwae regions
areasof memorythat canonly be reador written throughsystem
calls, provide sub-pageprotectionandfault isolation.Secondthe
exokernelallows onthe-fly-creatiorof hierarchically-namedapa-
bilities and requiresthat thesecapabilitiesbe specifiedexplicitly
on eachsystemcall [31]. Thus, a buggy child processacciden-
tally requestingwrite accesso a pageor software region of its
parentwill likely provide the wrong capabilityandbe deniedper
mission. Third, the exokernel provides wakeup predicates small,
kernel-devnloadedfunctionsthat wake up processesvhen arbi-
trary conditionsbecometrue (seeSection5.1 for details).Wakeup
predicateganensurehatabuggyor crashegrocessill nothang
acorrectlybehaedone.Fourth,the exokernelprovidesrobustcrit-
ical sectionsinexpensve critical sectionghatareimplementedy
disablingsoftwareinterrupts[3]. Usingcritical sectiondnsteadof
lockseliminateshe needto trustotherprocesses.

Threelevels of trustdeterminewvhatoptimizationscanbe used
by theimplementatiorof a sharedabstraction.

Optimize for the commoncase:Mutual trust. It is oftenthe
casdhatapplicationsharingesourceplaceaconsiderale amourt
of trustin eachother For instanceany two UNIX programgun by
the sameusercanarbitrarily modify eachothers’memorythrough
the dehuggersystemcall, ptrace.Whentwo exokernel processes
canwrite eachothers’memory their libOSescanclearlytrusteach
othernotto bemalicious.Thisreducesheproblemof guaranteeing
invariantsfrom oneof securityto oneof fault-isolationandconse-
quentlyallows libOS codeto resemblethat of monolithic kernels
implementinghe sameabstraction.

Unidir ectional trust. Anothercommonscenariooccurswhen
two processeshareresourcesndonetruststheother but thetrust
is notmutual Network senersoftenfollow thisorganizationapriv-
ilegedprocessacceptaetwork connectionsforks, andthendrops
privilegesto performactionson behalfof a particularuser Many
abstractionsmplementedor mutualtrustcanalsofunctionunder
unidirectionakrustwith only slightmodification.In the exampleof
copy-on-write, for instancethe trustedparentprocesamustretain
exclusive controlof sharedpagesandits own pagetables prevent-
ing a child from child makingcopiedpageswritablein the parent.
While this requiresmore pagefaultsin the parent,it doesnot in-
creasehenumberof pagecopiesor seriouslycomplicatehecode.

Defensie programming for mutual distrust. Finally, there
aresituationsvheremutuallydistrustfulprocessesustsharehigh-
level abstractionsvith eachother For instancetwo unrelatedoro-
cessesnaywish to communicatever a UNIX domainsoclet, and
neithemmayhave ary trustin theother For OSabstractionshatcan
be sharedby mutually distrustfulprocessedjbOSesmustinclude
defensie implementationghat give reasonablénterpretationgo
all possibleactionsby the foreign procesg(for instancea soclet
write largerthanthe buffer canbeinterpretecasanendof file).



Fortunately sharingwith mutual distrust occursvery infre-
quentlyfor mary abstractionsMary typesof sharingoccuronly
betweerchild andparentprocessesyheremutualor unidirectional
trustalmostalwaysholds.Wheremutualdistrustdoesoccur defen-
sive sanitychecksareoftennotonthecritical pathfor performance.
In theremainingcasesasis thecasdor diskfiles,wehave carefully
craftedkernel software abstractiongo help libOSesmaintainthe
necessarjnvariants.

4 Multiplexing Stable Storage

An exokernelmustprovideameango safelymultiplex disksamong
multiple library file systemglibFSes).EachlibOS containsoneor
morelibFSesMultiple libFSescanbe usedto sharethe samefiles
with different semanticsIn addition to accessingexisting files,
libFSescandefinenew on-diskfile typeswith arbitrary metadata
formats.An exokernelmustgive libFSesasmuchcontrolover file
managemenas possiblewnhile still protectingfiles from unautho-
rized accesslt thereforecannotrely on simple-mindedsolutions
like partitioningto multiplex adisk: eachfile would requireits own
partition.

To allow libFSesto perform their own file managementan
exokernel stable storagesystemmust satisfy four requirements.
First, creatingnew file formatsshouldbe simpleandlightweight.
It shouldnot requireary specialprivilege. Secondthe protection
substrateshouldallow multiple libFSesto safelysharefiles at the
raw diskblockandmetadatdevel. Third, thestoragesystenmustbe
efficient—ascloseto raw hardwareperformancaspossibleFourth,
the storagesystemshouldfacilitate cachesharingamonglibFSes,
and allow them to easily addressproblemsof cachecoherence,
security andconcurreng.

Thissectiondescribesiow Xok multiplexesstablestorageboth
to shav how we addresgheseproblemsandto provide a concrete
exampleof the exokernelprinciplesin practice.First, we describe
XN, Xok's extensible,low-level in-kernel stablestoragesystem.
We also describethe generalinterface betweenXN and libFSes
and presentone particularlibFS, C-FFS,the co-locatingfastfile
systen(15].

4.1 Overviewof XN

Designinga flexible exokernel stablestoragesystemhas proven
difficult: XN is ourfourthdesignThissectiornprovidesanoverview
of UDFs, the cornerstonef XN; the following sectionsdescribe
someearlierapproachegandwhy they failed),andaspectof XN
in greaterdepth.

XN providesaccesso stablestorageatthelevel of disk blocks,
exporting a buffer cacheregistry (Section4.3.3) as well as free
mapsandotheron-disk structuresThe main purposeof XN is to
determinethe accesgights of a given principal to a given disk
block asefficiently aspossible XN mustpreventa malicioususer
from claiming anotherusers disk blocksas part of her own files.
On a cornventional OS, this task is easy since the kernel itself
knowsthefile’s metadatdormat.Onanexokernel,wherefileshave
application-definednetadatdayouts,thetaskis moredifficult.

XN’s novel solution employs UDFs (untrusteddeterministic
function3. UDFsaremetadatdranslatiorfunctionsspecificto each
file type. XN usesUDFsto analyzemetadataandtranslateit into
a simple form the kernelunderstandsA libFS developercanin-
stall UDFs to introducenewn on-disk metadataformats. The re-
strictedlanguagen which UDFsarespecifiecensureshatthey are
deterministic—theioutputdepend®nly on theirinput (the meta-
dataitself). UDFsallow the kernelto safelyandefficiently handle
ary metadatdayoutwithout understandinghelayoutitself.

UDFs are storedon disk in structurescalled templatesEach
templatecorresponddo a particularmetadatdormat; for exam-
ple, a UNIX file systemwould have templatesfor datablocks,
inodeblocks,inodes,ndirectblocks,etc. Eachtemplatel’ hasone
UDF: owns-udf, andtwo untrustecbut potentiallynondeterminis-
tic functions:acl-ufr andsize-uf-. All threefunctionsarespecified
in the samelanguagebut only owns-udf mustbe deterministic.
Theothertwo canhave accesso, for example thetime of day The
limited languageusedto write thesefunctionsis a pseudo-RISC
assemblylanguagechecled by the kernelto ensuredeterminag.
Onceatemplatds specifiedjt cannotbe changed.

For a pieceof metadatan of templatetypeT’, owns-udf (m)
returnsthe setof blocks which m pointsto and their respectre
templatetypes. UDF determinismguaranteeshat owns-udfwill
always computethe sameoutput for a given input: XN cannot
be spoofedby owns-udf The set of blocks owns-udfreturnsis
represented@s a set of tuples. Eachtuple constitutesa range:a
block addresghat specifiesthe startof the range,the numberof
blocksin the range,and the templateidentifier for the blocksin
the range.Becauseowned setscan be large, XN allows libFSes
to partition metadatalocksinto disjoint piecessuchthateachset
returneds (typically) asingletuple.

For example,say a libFS wantsto allocatea disk block b by
placinga pointerto it in a metadatastructure,m. The libFS will
call XN, passingt m, b, andthe proposednodificationto m (spec-
ified as a list of bytesto write into m). To enforce protection,
XN needgo know thatthelibFS’s proposednodificationactually
doeswhatit saysit does—thats, allocatesh in m. Thus,XN runs
owns-udf- (m) ; malkestheproposednodificationonm’, acopy of
m; andrunsowns-udf- (m”) . It thenverifiesthatthe new resultis
equaltheold resultplusb.

Theacl-uffunctionimplementg¢emplate-specifiaccessontrol
andsemanticsits inputis a pieceof metadataa proposednodifi-
cationto thatmetadataandsetof credentialge.g.,capabilities)lts
outputis a Booleanvalue appraving or disappreing of the mod-
ification. XN runsthe properacl-uf function beforeary metadata
modification.acl-ufs canimplementaccesscontrol lists, as well
asproviding certainotherguaranteedpr example,anacl-uf could
ensurethatinode modificationtimesare kept currentby rejecting
ary metadatahangeshatdo not updatethem.

The size-uffunction simply returnsthe size of a datastructure
in bytes.

4.2 XN: Problemand history

Themostdifficult requirementor XN is efficiently determininghe
accessightsof agivenprincipalto agivendisk block. We discuss
thesuccesske approachethatwe have pursued.

Disk-block-level multiplexing. One approachis to associate
with eachblock or extenta capability (or accessontrol list) that
guardst. Unfortunatelyif thecapabilityis spatiallyseparateffom
thedisk block (e.g.,storedseparatelyn atable),accessing block
canrequiretwo disk accessefoneto fetchthe capabilityandone
to fetch the block). While cachingcan mitigatethis problemto a
degree,we arenenousaboutits overheadon disk-intensie work-
loads.An alternatve approachs to co-locatecapabilitieswith disk
blocksby placingthemimmediatelybeforeadisk block’s data[26].
Unfortunately on commonhardware, reservingspacefor a capa-
bility would preventblocksfrom beingmultiplesof the pagesize,
addingoverheadandcompleity to disk operations.

Self-descriptive metadata.Ourfirst seriousattemptat efficient
disk multiplexing provided a meangor eachinstanceof metadata
to describétself. For example,a disk block would startwith some
numberof bytesof application-specifidataandthensay“the next
ten integers are disk block pointers. The compleity of space-
efficient self-descriptiorcausedisto limit whatmetadataouldbe



describedWe discoreredthatthis approactboth causedinaccept-
able amountsof spaceoverheadand requiredexcessie effort to
modify existing file systemcode,becausét wasdifficult to shoe-
hornexisting file systemdatastructuresnto a universalformat.

Template-basedlescription. Self-descriptiomndits problems
were eliminatedby the insight that eachfile systemis built from
only a handfulof differenton-diskdatastructuresgachof which
can be considered type. Sincethe numberof typesis small, it
is feasibleto describeeachtype only onceperfile system—rather
thanonceperinstanceof atype—usingatemplate

Originally, templateswverewritten in a declaratve description
languagg(similar to thatusedin self-descriptre metadatayather
thanUDFs.This systemwassimpleandbetterthanself-descriptie
metadataput still exhibited what we have cometo appreciateas
an indication that applicationsdo not have enoughcontrol: the
systemmadetoo mary tradeofs. We had to male a myriad of
decisionsaboutwhich basetypeswereavailableandhow they were
representeghow large disk block pointerscould be, how thetype
layoutcouldchangehow extentswerespecified) Giventhevariety
of on-diskdatastructuresdescribedn thefile systemliterature,it
seemainlikely thatary fixedsetof componentsvill everbeenough
to describeall usefulmetadata.

Our currentsolutionusestemplatesput tradesthe declaratie
descriptiorlanguagdor amoreexpressie, interpretedanguage—
UDFs. This lets libFSestrack their own accesgights without XN
understandingow they doso;XN merelyverifiesthatlibFSedrack
block ownershipcorrectly

4.3 XN: Designand implementation

We first describethe requirementdor XN and then presentthe
design.

4.3.1 Requirementsand approach

In our experienceso far, the following requirementshave been
sufficientto reconcileapplicationcontrolwith protectedsharing.

1. To preventunauthorize@ccessevery operatioron disk data
mustbe guarded For speed XN usessecue bindings[11]
to move accesshecksto bind time ratherthancheckingat
every accessFor example,the permissionto reada cached
disk blockis checledwhenthepageis insertednto thepage
tableof thelibFS’servironment ratherthanon every access.

2. XN mustbe ableto determineunambiguouslywhat access
rightsa principalhasto agivendisk block. For speedit uses
the UDF mechanisnio protectdisk blocksusingthelibFS’s
own metadataatherthanguardingeachblock individually.

3. XN mustguaranteehat disk updatesare orderedsuchthat
a crashwill not incorrectlygranta libFS accesdo datait
eitherhasfreedor hasnotallocatedThisrequiremenmeans
thatmetadatdhatis persistenacrosrashesannothewrit-
tenwhenit containspointersto uninitializedmetadataand
that reallocationof a freed block mustbe delayeduntil all
persistenpointersto it have beenremoved.

While isolationallows separatdibFSesto coexist safely pro-
tectedsharingof file systemstateby mutually distrustfullibFSes
requireshreeadditionalfeatures:

1. Coherentachingof diskblocks.Distributed,perapplication
disk block cachesreatea consisteng problem:if two appli-
cationsobliviously cachethe samedisk block in two differ-
entphysicalpagesthenmodificationswill notbesharedXN
solvesthis problemwith anin-kernel,system-wideprotected

cacheregistry that mapscacheddisk blocksto the physical
pagesholdingthem.

2. Atomic metadataupdates.Mary file systemupdateshave
multiple steps.To ensurethat sharedstatealways endsup
in a consistenaindcorrectstate libFSescanlock cachereg-
istry entries.(Futurework will explore optimistic concur
reng/ controlbasecdn versioning.)

3. Well-formedupdatesFile abstractiongbove the XN inter-
facemay requirethat metadatanodificationssatisfyinvari-
ants(e.qg.,thatlink countsin inodesmatchthe numberof as-
sociatedlirectoryentries) UDFsallow XN to guarantesuch
invariantdn afile-system-specifimannerallowing mutually
distrustfulapplicationgo safelysharemetadata.

XN controlsonly whatis necessaryo enforcetheseprotection
rules.All otherabilities—I/Oinitiation, disk block layoutandallo-
cationpolicies,recorery semanticsand consisteng guarantees—
areleft to untrustedibFSes.

4.3.2 Ordereddisk writes

Anotherdifficulty XN mustfaceis guaranteeinghe rulesGanger
and Patt [16] give for achieving strict file systemintegrity across
crasheskFirst, never reuseanon-diskresourcebeforenullifying all
previous pointersto it. Secondnever createpersistenpointersto
structuresbeforethey areinitialized. Third, whenmoving an on-
diskresourceneverresetheold pointerin persistenstoragebefore
thenew onehasbeenset.

Thefirsttwo rulesarerequiredfor globalsystemntegrity—and
thus must be enforcedby XN—while a file systemviolating the
third rule will only affectitself.

Therulesaresimplebut difficult to enforceefficiently: a nave
implementatiorwill incur frequentcostlysynchronouslisk writes.
XN allows libFSesto addresghis by enforcingthe ruleswithout
legislating how to follow them. In particular libFSescanchoose
ary operatiororderwhich satisfieghe constraints.

Thefirstruleisimplementedy deferringablock’'sdeallocation
until all on-diskpointergothatblockhave beerdeletedareference
countperformedatcrashrecoverytimehelpslibFSesmplementhe
third rule.

Theseconduleis thehardesof thethree. Toimplementit, XN
keepstrack of taintedblocks.Any block is consideredaintedif it
pointseitherto anuninitializedblock or to ataintedblock. LibFSes
mustnot be allowedto write a taintedblock to disk. However, two
exceptionsallow XN to enforcethe generakule moreefficiently:

First, XN allows entirefile systemdo be marked “temporary”
(i.e.,notpersistenacrosgeboots) Sincethesefile systemsarenot
persistentthey arenot requiredto adhereto ary of the integrity
rules. This techniqueallows memory-basedile systemso beim-
plementeavith nolossof efficiengy.

Theseconaxceptions basedntheobseavationthatunattached
subtrees—treewhoseroot is not reachablefrom ary persistent
root—will not be presered acrossrebootsandthus, like tempo-
rary trees,arefree of ary orderingconstraintsThus,XN doesnot
tracktaintedblocksin anunreachabléreeuntil it is connectedo a
persistentoot.

4.3.3 The buffer cacheregistry

Finally, we discusghe XN buffer cacheregistry, which allows pro-
tectedsharingof diskblocksamondibFSes Theregistrytracksthe
mappingof cachedlisk blocksandtheirmetadatdo physicalpages
(andvice versa).Unlike traditional buffer cachesijt only records
the mapping,not the disk blocksthemseles. The disk blocksare
storedn application-manageqghysical-memorpagesTheregistry



trackshoththemappingandits statg(dirty, outof core uninitialized,
locked). To allow libFSesto seewhich disk blocksarecachedthe
buffer cacheregistry is mappedead-onlyinto applicationspace.

Accesscontrolis performedwhena libFS attemptsto map a
physicalpagecontaininga disk block into its addresspacerather
thanwhenthatblockis requestedrom disk. Thatis, registry entries
canbe insertedwithout requiringthat the objectthey describebe
in memory Blockscanalsobeinstalledin theregistry beforetheir
templateor parentis known. As a result,libFSeshave significant
freedomto prefetch.

Ragistry entriesareinstalledin two ways.First, anapplication
thathaswrite accesgo a block candirectly install a mappingto it
into theregistry. Secondapplicationghatdo not have write access
to ablockcanindirectlyinstallanentryfor it by performinga“read
andinsert] which tells the kernelto reada disk block, associatét
with anapplication-preidedphysicapagesettheprotectiorof that
pagepageappropriatelyandinsertthis mappinginto the registry.
This latter mechanisris usedto prevent applicationsthat do not
have permissiorto write a block from modifying it by installinga
bogusin-corecopy.

XN doesnotreplacephysicalpagedrom theregistry (exceptfor
thosefreedby applications)allowing applicationgo determinghe
mostappropriateachingpolicy. Becausapplicationsalsomanage
virtual memorypaging,the partitioning of disk cacheandvirtual
memory backing store is underapplicationcontrol. To simplify
theapplications taskandbecausét is inexpensve to provide, XN
maintainsanLRU list of unusedut valid buffers.By default, when
LibOSeseedphagesandnonearefree,they reg/cletheoldestbuffer
onthisLRU list.

XN allows ary procesgo write “unowned” dirty blocksto disk
(i.e., blocks not associatedvith a running process)even if that
processdoesnot have write permissionfor the dirty blocks. This
allowstheconstructiorof daemonshatasynchronouslyvrite dirty
blocks. LibFSesdo not have to trust daemonswith write access
to their files, only to flushthe blocks. This ability hasthreebene-
fits. First, the contentsof theregistry canbe safelyretainedacross
processnvocationsratherthanhaving to be broughtin andpaged
out on creationandexit. Secondthis designsimplifiesthe imple-
mentationsf libFSes,sincea libFS canrely on a daemonof its
choiceto flush dirty blocksevenin difficult situations(e.g.,if the
applicationcontainingthelibFSis swappedout). Third, thisdesign
allows differentwrite-backpolicies.

4.4 XN usage

Toillustratehow XN is usedwe sketchhow alibFS canimplement
commonfile systemoperations.Thesetwo setupoperationsare
usedto installalibFS:

Type creation. The libFS describedts typesby storingtem-
plates,describechbore in Section4.1,into atypecatalggue Each
templateis identifiedby a uniquestring (e.g.,“FFS Inode”). Once
installed typesarepersistenacrosgeboots.

LibFS persistenceTo ensurehatlibFSdatais persistenacross
reboots,a libFS canregisterthe root of its treein XN's root cat-
alogue A root entry consistsof a disk extent and corresponding
templatetype,identifiedby a uniquestring(e.g.,"mylibFS”).

After a crash, XN usestheserootsto garbage-collecthe disk
by reconstructinghe free map. It doesso by logically traversing
all rootsandall blocksreachabldrom them:reachablélocksare
allocated hon-reachablblocksarenot. If retuilding thefreemap
afteracrashneeddo befast,this stepcanbeeliminatedby ordering
writesto thefreemap.

After initialization, the new libFS canuseXN. We describea
simplified versionof the mostcommonoperations.

Startup. To startusing XN, a libFS loadsits root(s)and ary
typesit needdrom theroot cataloguénto thebuffer cacheregistry.

Usuallybothwill alreadybecached.

Read.Readingablock from diskis atwo-stageprocesswhere
the stagescan be combinedor separatedFirst, the libFS creates
entriesin theregistry by passingblock addressefor therequested
disk blocks and the metadateblocks controlling them (their par-
enty. The parentsmustalreadyexist in the registry—libFSesare
responsiblefor loadingthem. XN usesowns-udfto determineif
therequestetblocksarecontrolledby thesuppliedmetadatdlocks
and,if so,installsregistry entries.

In thesecondstagethelibFSinitiatesareadrequestpptionally
supplyingpagedo placethe datain. Accesscontrolthroughacl-uf
is performedat the parent(e.g.,if the dataloadedis a baredisk
block), atthechild (e.g.,if thedatais aninode),or both.

A libFS canloadary blockin its treeby traversingfromits root
entry, or optionally by startingfrom ary intermediatenodecached
in theregistry. NotethatXN specificallydisallovs metadatdlocks
from beingmappedead/write.

To speculatrely readablock beforeits parents known, alibFS
canissuearaw readcommandlf theblockis notin theregistry; it
will bemarledas“unknown type” andadiskrequestnitiated. The
block cannotbe useduntil afterit is boundto a parentby the first
stageof the readprocesswhich will determindts type andallow
accesgontrolto beperformed.

Allocate. A libFS selectsblocksto allocateby readingXN's
map of free blocks, allowing libFSesto control file layout and
grouping.Freeblocks are allocatedto a given metadatanodeby
calling XN with the metadatanode,the blocksto allocate,andthe
proposedmaodificationto the metadatanode. XN checksthat the
requestedlocksarefree, runsthe appropriateacl-uf to seeif the
libFS haspermissiorto allocate andrunsowns-udfasdescribedn
Sectiord.1,to seethatthecorrectblockis beingallocated!f these
checksall succeedthe metadatas changedthe allocatedblocks
areremoved from the freelist, andary allocatedmetadatablocks
aremarkedtainted(seeSection4.3.2).

Write. A libFSwritesdirty blocksto disk by passingheblocks
to write to XN. If theblocksarenotin memory or they have been
pinnedin memoryby someotherapplicationthewrite is prevented.
The write alsofails if ary of the blocksaretaintedandreachable
from a persistentoot. Otherwise the write succeedslf the block
waspreviouslytaintedandnow is not(eitherby eliminatingpointers
to uninitialized metadataor by becominginitialized itself), XN
modifiesits stateandremovesit from thetaintedlist.

Sinceapplicationgontrolwhatis fetchedandwhatis pagedut
when(andin whatorder),they cancontrolmary disk management
policiesandcanenforcestrongstability guarantees.

Deallocate XN usedUDFsto checkdeallocat@perationsanal-
ogouslyto allocateoperationslf thereareno on-diskpointersto a
deallocatedlisk block, XN placest onthefreelist. Otherwise XN
enqueuesheblockon a“will free” list until the block’s reference
countis zero.Referenceountsaredecrementewhenaparenthat
hadanon-diskpointerto theblock deleteghatpointervia a write.

45 C-FFS:alibrary file system

This subsectiorbriefly describe<C-FFS(co-locatingfastfile sys-
tem[15])—a UNIX-lik elibrary file systemwe built—with special
referenceo additionalprotectionguarantee# provides.

XN provides the basic protectionguaranteesieededfor file
systenintegrity, butreal-world file system®ftenrequireother file-
system-specifitnvariants.For instance UNIX file systemsmust
ensurgheuniquenessf file nameswithin adirectory Thistype of
guaranteeanbeprovidedin ary numberf ways:in thekernel,in a
sener, or, in somecasesby simpledefensie programmingC-FFS
currentlydowvnloadsmethodsnto thekernelto checkits invariants.
We arecurrentlydevelopinga systemsimilar to UDFsthatcanbe



usedto enforcetype-specifidnvariantsin an efficient, extensible
way.

Our experiencewith C-FFSshaws that,evenwith thestrongest
desiredyuarantees protectednterfacecanstill provide significant
flexibility to unprivilegedsoftware andthattheexokernelapproach
candealasreadilywith high-level protectiorrequirementssit can
with thosecloserto hardvare.

C-FFSmalkes four main additionsto XN’s protectionmecha-
nisms:

1. Acces<control:it mapsthe UNIX representatioandseman-
ticsof accessontrol(uidsandgids,etc.)tothoseof exokernel
capabilities.

2. Well-formedupdatesC-FFSguarantee$)NIX-specific file
semanticsfor example thatdirectoriescontainlegal,aligned
file names.

3. Atomicity: C-FFSperformslocking to ensurethatits datais
alwaysrecoverableanddiskwritesonly occurwhenmetadata
is internally consistent.

4. Implicit updatesC-FFSensureshatcertainstatetransitions
areimplicit on certainactions Someexamplesarethatmod-
ification timesare updatedwhenfile dataare changedand
thatrenamingor deletingafile updateghe namecache.

It is not difficult to implementUNIX protectionwithout sig-
nificantly degrading applicationpower. C-FFS protectionis im-
plementedmainly by a small numberof if-statementgatherthan
by procedureshatlimit flexibility. The mostintricateoperation—
ensuringthatfiles in a directoryhave uniguenames—idessthan
100linesof codethatscanghroughalinkedlist of cachedlirectory
blocksto ensurenameuniqueness.

4.6 Futurework

Stable storageis the most challengingresourcewe have multi-
plexed. Futurework will focuson two areasFirst, we planto im-
plementarangeof file systemglog-structuredile systemsRAID,
and memory-basedile systems)thustestingif the XN interface
is pawerful enoughto supportconcurrenuseby radicallydifferent
file systemsSecondvewill investigateusinglightweightprotected
methoddike UDFsto implementthe simpleprotectionchecksre-
quiredby higherlevel abstractions.

5 Overview of Xok/ExOS

For the experimentsn this paper we useXok/ExOS.This section
describedboth Xok andExOS.

5.1 Xok

Xok safely multiplexesthe physicalresource®n Intel x86-based
computersXok performsthistaskin amannersimilarto the Aegis
exokernel,whichrunson MIPS-basedECstationg11]. The CPU
is multiplexed by dividing time into round-robin-scheduleslices
with explicit notification of the beginning and the end of a time
slice. Environmentsprovide the hardware-specificstateneededo
runaprocesge.g.,anexceptionstack)andto respondo ary event
occurringduringprocesexecution(e.g. interruptsandexceptions).
The network is multiplexed with dynamicpaclet filters [10]. This
subsectiomriefly describeshedifferencepetweeregisandXok.
Physicalmemory. Unlikethe MIPSarchitecturethex86 archi-
tecturedefinesthe page-tablestructure Sincex86 TLB refills are
handledin hardware,this structurecannotbe overriddenby appli-
cations.Additionally, sincethe hardware doesnot verify that the

physicalpageof atranslatiorcanbe mappeddy a processapplica-
tionsarepreventedfrom directlymodifyingthepagetableandmust
insteadusesystencalls.Althoughtheserestrictionamake Xok less
extensiblethanAegis, they simplify theimplementatiorof libOSes
(seeSectiord) with only asmallreductionin applicatiorflexibility .

Like Aegis, Xok allows efficient andpowerful virtual memory
abstractionto bebuilt attheapplicatiorievel. It doessoby exposing
the capabilitiesof the hardware (e.g.,all MMU protectionbits)
andexposingmary kerneldatastructureqe.g.,free lists, inverse
pagemappings).Xok's low-level interface meansthat pagingis
handledby applicationsAs such,it canbe donefrom disk, across
the network, or by dataregeneration. Additionally, applications
canreadilyperformperpagetransformationsuchascompression,
verificationof contentausingdigital signaturegto allow untrusted
nodesin anetwork to cachepages)pr encryption.

Wakeup predicates.Applicationsoften wantto sleepuntil a
conditionis true. Unfortunately it may be difficult for anapplica-
tion to expressthis conditionto the kernel. This problemis more
prevalentonexokernelsbecaus¢hebulk of OSfunctionalityresides
in theapplication.

Tosolvethisproblem Xok providesapplicationsvith theability
to inject wakeuppredicatesnto the kernel. Wakeuppredicatesre
boolearexpressionaisedby applicationgo sleepuntil the stateof
thesystensatisfiesomecondition;they areevaluatecby thekernel
whenan ervironmentis aboutto be scheduledThe applicationis
notscheduledf the predicatedoesnothold.

Predicateevaluationis efficient. Like dynamicpaclet filters,
Xok compilespredicate®n-the-flyto executablecode.The signif-
icantoverheadof anaddresspacecontet switchis eliminatedby
evaluatingthe predicatesn the exokernel and pre-translatingall
predicatevirtual addresse$o their associateghysicaladdresses.
Whenavirtual pagereferenceth apredicatés unmappedhephys-
ical pageis not markedasfreeuntil anew predicatds downloaded
or until the applicationexits. Furthermorethe implementatiorof
wakeup predicateds simple (fewer than 200 lines of commented
code)becausearefullanguagalesign(noloopsandeasyto under
standoperationsgllows predicatego beeasilycontrolled.

Predicatesare simple but powerful. Coupledwith Xok's ex-
posureof data structuresthey have provided us with a robust
wakeup facility—noneof the new usesof wakeup predicatese-
quired changedo Xok. For example,to wait for a disk block to
be pagedin, a wakeup predicatecanbind to the block’s stateand
wake up whenit changedrom “in transit” to “resident’ To bound
the amountof time a predicatesleepsjt cancompareagainstthe
systenclock. Thecompositiorof multiple predicatesllowsatomic
checkingof disjointdatastructures.

Accesscontrol Unlike Aegis, Xok performsaccesscontrol
throughhierarchically-namedapabilities[31]; despitethe name,
thesecapabilitiesmore closely resemblea generalizedform of
UNIX userandgroupID thantraditionalcapabilities[9]. All Xok
callsrequireexplicit credentialsWe believe thatthe combination
of an exokernelinterface, hierarchically-namedaapabilities,and
explicit credentialawill simplify theimplementatiorof secureap-
plications,aswe hopeto demonstraté futurework.

5.2 ExOS1.0

ExOSis a libOS that supportsmostof the abstractiondound in
4.4BSD.It runsmary unmodifiedUNIX applicationsincludingall
of the applicationsthat are neededto build the completesystem
(kernel,ExOS,andapplicationspnitself. It alsorunsmostshells,
file utilities (wc, grep,ls, vi, etc.),andmary networking applica-
tions(telnetd ftp, etc.). The mostsalientmissingfunctionsarefull
paging,processswapping,procesggroups,anda windowing sys-
tem. Thereis no fundamentateasorwhy theseare not supported;
we simply have notyethadthetime to implementor portthem.On



Aegis, for instance ExOS supportedull pagingto disk andover
the network.

Theprimarygoalsof ExOSaresimplicity andflexibility . To al-
low applicationgo overrideary implementatiorfeature we made
the systementirelylibrary basedratherthanplaceobjectssuchas
procesgablesin non-customizableeners.As aresult,customiza-
tion of the resultingsystemis limited only by anapplications un-
derstandingf thesysteninterfacesandby the protectionenforced
by sharedabstractions—anExOSfunctionalitycanbereplacedy
application-specificode.

Thetwo primarycaveatsof thecurrentimplementatiorarethat
thesystenis researchnot productionquality andthatit useshared
globalstatefor someabstractionsThesdimitationsarenotfunda-
mentaland we do not expect remaving either caveatto have a
significantimpacton our results.To compensatéor the effectsof
sharedstateon performancemeasurements Sections6 and 8
includethecostof insertingsystemcallsbeforeall writesto shared
state.This representshe overheadof invoking the kernelto check
writesto sharedstate.

5.2.1 Implementing UNIX abstractionson Xok

To implementUNIX abstractionsn a library, we partitionedmost
of the UNIX kernelstateandmadeit privateto eachprocessThe

remaindeis sharedMostcritical sharedstate(inodetable file sys-
temmetadatapagetablespuffer cacheprocessable,andpipes),is

protectedisingXok’s protectionamechanismd-owever, for some
sharedstate(the processnap,file descriptottable,soclets, TTYs,

mounttable andsystemV sharednemorytable),ExOSusesshared
memory Usingsoftwareregions,we planto make this sharedstate
fully protectedin the nearfuture. A limited degreeof fault isola-

tion is provided for theseabstractiondy mappingshareddataat

addressefar from the applicationtext anddata.

ProcessesThe processmapmapsUNIX processdentifiersto
Xok ervironmentnumberausinga sharedable. The procesdable
recordsheprocessdentifiersof eachprocessthatof its parentthe
amgumentswvith whichtheprocessvascalled,its runstatusandthe
identity of its children.Thetableis partitionedacrossapplication-
resernedmemoryof Xok’s environmentstructurewhichis mapped
readabldor all processeandwriteablefor only theenvironments
owning processeExOSusesXok’s IPC to safelyupdateparentand
child processstate.The UNIX ps (processstatus)programis im-
plementedy readingall the entriesof the procesgable.

UNIX provides the fork systemcall to duplicatethe current
process@indexecto overlayit with anotherExecis implementedy
creatinganew addresspacdor thenew processioadingondemand
thedisk imageof the processnto the new addresspaceandthen
discardingheaddresspacehatcalledexec Implementingork in
alibrary is peculiarsinceit requiresthata proces<reatea replica
of its addressspaceand statewhile it is executing To malke fork
efficient, ExXOSusescopy-on-writeto lazily createseparateopies
of the parents addresspace ExOSscanghroughits pagetables,
which are exposedby Xok, marking all pagesas copy-on-write
exceptthosedatasggmentandstackpageshatthefork call itself is
using.Thesepagesmustbe duplicatedso asnot to generateopy-
on-writefaultswhile runningthefork andpagefaulthandlingcode.
Groupsof pagetableentriesareupdatedatonceby batchingsystem
callsto amortizethe systemcall overheadover mary updates.

Inter processcommunication. UNIX definesa variety of in-
terprocescommunicatiorprimitives: signals(software interrupts
that can be sentbetweenprocesse®r to a processitself), pipes
(produceiconsumenntypedmessagegueues)andsoclets(differ-
ing from pipesin thatthey canbeestablishedetweemon-related
processegyotentiallyexecutingon differentmachines).

Signalsarelayeredon top of Xok IPC. Pipesareimplemented
usingXok’s softwareregions,coupledwith a“directedyield” to the
otherpartywhenit is requirecto dowork (i.e.,if thequeuss full or

empty).Socletscommunicatingpnthe samemachinearecurrently
implementedisinga sharedouffer.

Intermachinesocletsareimplementedhroughuserlevel net-
work librariesfor UDP andTCR. The network librariesareimple-
mentedusingXok’s timers,upcalls,andpaclet rings,which allow
protectedbuffering of receved network paclet,

File descriptors. File descriptoraresmallintegersusedto ac-
cessmary UNIX resourcege.g.,files, soclets, pipes).On ExOS
they nameentriesin a global file descriptortable, which is cur-
rently storedin sharednemoryAsin theUNIX kernelitself, ExXOS
accessegachtable elementin an object-orientedmanner:each
resources associatedvith a table of pointersto functionsimple-
mentingeachoperation(read,write, etc.). However, unlike UNIX,
ExOSallows applicationgo install their own methods.

Files.LocalfilesareaccessethroughC-FFSwhichusesxN to
protectfile metadataremotefilesareaccessethroughthe Network
File Systenprotocol(NFS)[38]. Bothfile systemsarelibrarybased.
ExOSusesXN's buffer cacheregistry to safelyshareboth C-FFS
andNFSdisk blocks.

UNIX allowsdifferentfile systemso beattachedoits hierarchi-
cal namespace ExOSduplicateghis functionality by maintaining
a currently unprotectedsharedmount table that mapsdirectories
from onefile systemto another

5.2.2 Sharedlibraries

SinceExOSis implementedasa library, sharedibrariesare cru-
cial. Without sharedibraries, every applicationwould containits
own copy of ExOS,wastingmemoryandmakingprocessreation
expensve. We emplo/ a simple but primitive schemefor shared
libraries.ExOSis linked asa stand-alonexecutablewith its base
addressstartingat a resered sectionof the application$ address
spacelts exportedsymbolsarethenextractedandstoredin anas-
semblyfile. Toresohe callsto library routinestheapplicationlinks
againstthis assemblyfile. During processcreationthe application
is loadedandExOSmapsthelibrary atits indicatedaddress.

Thisorganizatiorseparatethefile thatthelibOSresidesn from
applicationsallowing multiple applicationgo sharethe sameon-
disk copy and,moreimportantly ary cachedlisk blocksfrom this
file. Codesharingreduceghesizeof ExOSexecutablego roughly
thatof normalUNIX applicationsUnlike traditionaldynamiclink-
ing, procedurecalls are no more expensve thanfor normal code
sincethey do notrequirethe useof arelocationtable.

6 Application Performanceon Xok

This sectionshavs thatunmodifiedUNIX applicationgun asfast
on Xok/ExOSason conventionalcentralizedoperatingsystemsin
fact, becausef C-FFS,someapplicationsun considerablyfaster
on Xok/ExOS.We compareXok/ExOSto bothFreeBSD2.2.2and
OpenBSD2.1 onthe samehardware.Xok usesdevice driversthat
are derived from thoseof OpenBSD.ExOS also sharesa large
sourcecodebasewith OpenBSDjncluding mostapplicationsand
mostof libc. Comparedo OpenBSDandFreeBSD ExOShasnot
hadmuchtime to maturewe built thesystenin lessthantwo years
andmovedto the x86 platformonly ayearago.

All experimentsareperformedon 200-MHz Intel PentiumPro
processorsvith a 256-KByte on-chipL2 cacheand 64-MByte of
mainmemory Thedisk systemconsistoof anNCR 815SCSlcon-
troller connectinga fast SCSI chain with one or more Quantum
Atlas XP32150disk drivesto the PCI bus (vs440fxPClI chip set).
Reportedtimes are the minimum time of ten trials (the standard
deviationsof thetotal runtimesarelessthanthreepercent).

The measurementsstablishtwo results.First, the baseper
formanceof unalteredUNIX applicationdinked againstExOSis
comparableéo OpenBSDand FreeBSD.UntrustedlibOSeson an
exokernelcansupportunchangedNIX applicationavith thesame



performanceas centralizedmonolithic UNIX operatingsystems.
Secand,becauseof ExOSS high-performancdile system,some
unalteredJNIX applicationgperformbetteron ExOSthanon Free-
BSD and OpenBSD Applicationsdo not needto be re-writtenor
evenmodifiedin orderto take advantageof anexokernel.

It is importantto notethata suficiently motivatedkernelpro-
grammercanimplementary optimizationthatis implementedn
an extensiblesystem.In fact, a memberof our researchgroup,
CostaSapuntzakishas implementeda version of C-FFSwithin
OpenBSD Extensiblesystemgandwe believe exokernelsin par
ticular) make theseoptimizationssignificantlyeasierto implement
thancentralizedsystemslo. For example,porting C-FFSto Open-
BSD took moreeffort thandesigningC-FFSandimplementingit
asa library file system.The experimentsbelov demonstratéhat
by usingunpriilegedapplication-lgel resourcenanagemengry
skilled programmercanimplementuseful OS optimizations.The
extra layer of protectionrequiredto make this application-leel
managemergafecostslittle.

6.1 Basesystemperformance

We test ExOS’s baseperformanceby running the 1/0-intensive

benchmarkdrom Table 1 over ExOSS library implementatiorof

C-FFSontop of XN andcomparingit to OpenBSDwith a C-FFS
file system.The workloadin the experimentsrepresentsinmodi-
fied UNIX programsinvolved with installing a software package:
copying acompressedrchie file, uncompressing, unpackingt

(which resultsin a sourcetree), copying the resultingtree,com-
paringthe two trees,compiling the sourcetree, deletingbinaries,
archiing thesourceree,compressinghearchiefile, anddeleting
thesourcetree(seeTablel).

Figure 2 shavs the performanceof theseapplicationsover
XOok/ExOS, OpenBSD/C-FFSOpenBSD,and FreeBSD.To es-
tablish basesystemperformance we compareXok/ExQOS with
OpenBSD/C-FSSincethey bothusea C-FFSfile systemThetotal
runningtimefor Xok/ExOSis 41secondsndfor OpenBSD/C-FFS
is 51secondsSinceExOSandOpenBSD/C-FF&sethesameype
of file systempnewould expectthatExOSandOpenBSDperform
equallywell. As canbe seenin Figure2, Xok/ExOSperformance
is indeedcomparable¢o OpenBSD/C-FF$n eight of the 11 ap-
plications.On threeapplications(pax, cp, diff), Xok/ExOS runs
considerablyfaster(thoughwe do notyet have agoodexplanation
for this).

Fromthesemeasurementse concludehat,eventhoughExOS
implementghebulk of theoperatingsystemattheapplicatiorlevel,
commonsoftware developmentoperationson Xok/ExOS perform
comparablyto OpenBSD/C-FFSThey demonstratehat—atleast
for thiscommondomainof applications—amxokernelsflexibility
can be provided for free: even without aggressie optimizations
ExOSS5s performancds comparableto that of maturemonolithic
systemsThe costof low-level multiplexing is negligible.

6.2 Invisible optimization using C-FFS

Thesecomparisonsconcentrateon 1/O intensie operationsthat
exploit the C-FFSlibrary file system[15]. We againusethe I/O-
intensvebenchmarkdescribedh Tablel, butnow compaeXok/C-
FFSwith OpenBSDand FreeBSD As Figure 2 shaws, unaltered
UNIX applicationcanrunsignificantlyfasterontop of Xok/ExOS.
Xok/ExOS completesall benchmarksn 41 seconds19 seconds
fasterthanFreeBSDandOpenBSD On eightof the eleven bench-
marksXok/ExOSperformsbetterthanFree/OpenBS{in onecase
by over a factorof four). ExOS’s performanceémprovementsare
dueto its C-FFSfile system.

We also ran the Modified Andrev Benchmark(MAB) [33].
On this benchmark Xok/ExOStakes 11.5 seconds@penBSD/C-
FFStakes12.5secondsPpenBSDtakes 14.2 secondsand Free-

Benchmark Description (application)

Copy smallfile | copy thecompressedrchived sourcetree(cp)
uncompress uncompresthearchve (gunzip)

Coyy largefile | copy theuncompressedrchie (cp)
Unpackfile unpackarchve (pax)

Copy largetree
Diff largetree

recursvely copy thecreatedirectoriegcp).
computethedifferencebetweerthe trees(diff)

Compile compilesourcecode(gcc)
Deletefiles deletebinaryfiles (rm)

Packtree archve thetree(pax)

Compress compresshearchve tree(gzip)
Delete deletethe createdsourcetree(rm)

Tablel: Thel/O-intensive workloadinstallsalargeapplication(the
Icc compiler).The sizeof thecompressedrchie file for lccis 1.1
MByte.
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Figure 2: Performance of unmodified UNIX applications.
Xok/ExOS and OpenBSD/C-FFSisea C-FFSfile systemwhile

Free/OpenBSsetheir natve FFSfile systemsTimesarein sec-
onds.

pax gzip rm

BSDtakes11.5secondsThedifferencen performancen MAB is
lessprofoundthanon the I/O-intensve benchmarkbecausé&AB
stressefork, anexpensve functionin Xok/ExOS.ExOSsfork per
formancesuffers becauseXok doesnot yet allow ervironmentsto
sharepagetables.Fork takessix millisecondson ExOS,compared
to lessthanonemillisecondon OpenBSD.

6.3 The costof protection

In this sectionwe investigatethe costof protectionon Xok/ExOS.
As discussedn the previous section,we have not yet completed
the protectedimplementationof all datastructures ExOS stores
sometablesin writeableglobal sharedmemory including the file
descriptortable. In order for our measuremento estimatethe
performanceof a fully protectedExOS,we insertedthreesystem
calls beforeevery write to thesesharedtables.All measurements
reportedn Section6 includetheseextra calls.

To measurehe costsof all protectionwe ranthe benchmarks
presentedn Figure2 without XN or ary of the extra systemcalls.
Thisreducegheoverall numberof Xok systemcallsfrom 300,000
t081,000butonly changeshetotalrunningtimefrom 41.1seconds
to 39.7secondsRealworkloadsaredominatecdy costsotherthan
systemcall overhead.

To investigatehecostof protectionin moredetail,we measure
thecostof theprotectiormechanismdescribedn Section3. Wedo
so by comparingtwo implementation®f pipes(seeTable2). The
firstimplementatioplacesall datain sharednemoryandperforms
no sanitychecking.The secondmplementatiorusessoftwarere-
gionsto protectpipe dataandinstallsa wakeup predicateon every



Benchmark Sharedmemory | Protection | OpenBSD
Lateny 1-byte 13 30 34
Lateny 8-Kbyte | 150 148 160

Table2: The costof alocal-trustimplementatiorof pipes(timesin
microseconds).

read(somethinginnecessargvenwith mutualdistrust) Theresults
shav thatevenwith gratuitoususeof Xok’s protectiormechanisms,
userlevel pipescanstill outperformOpenBSD.

7 Exploiting Extensibility in Applications

This sectiondemonstratesomeof the interestingpossibilitiesin
functionalityandperformancenabledy apgication-levelresairce
management\e reporton a binary emulatoy a “zero-touch™file-
copy program,andthe Cheetahweb sener. BecauseXN wasde-
velopedrecently theapplicationsn this sectiorwerenotmeasured
with XN.

7.1 Fast,simplebinary emulation

Xok providesfacilities to efficiently reroutespecificINT instruc-
tions.We have usedthis ability to build abinaryemulatorfor Open-
BSD applicationshy capturingthe systemcalls madeby emulated
OpenBSDprogramsThis binary emulatoris usefulfor OpenBSD
programsfor which we do not have sourcecode. Although the
emulatoris only partially completedit supports90 of theapproxi-
mately1550penBSDsystemcalls),initial resultsarepromising:it

hasbeenableto executelarge programssuchasMosaic.

Themaininterestingieatureof theemulatoiis thatit runsin the
sameaddresspaceastheemulategrogram,and consegertly does
notneedary privilege.Measurementshav thatmostprogramson
theemulatorun only afew percensloverthanthesameprograms
runningdirectly underXok/ExOS.

A counterintuitive resultis that, because¢he emulatorrunsin
the sameaddressspaceas ExOS, it is possibleto run emulated
programsfasterthanon their natve OS. For example, the trivial
“get processd” systencall takes270cycleson OpenBSDand100
cyclesontheemulatorrunningon Xok/ExOS(ona 120-MHzIntel
Pentium).This differencecomesfrom the fact that the emulator
replacesOpenBSDsystemcalls with procedurecalls into ExOS.
ExOS canomit mary expensve checksthat UNIX mustperform
in orderto guard againstapplicationerrors (on an exokernel, if
an applicationpasseghe wrong argumentsto a libOS, only the
applicationwill be affected).

7.2 XCP: a“zero-touch” file copying program

xcp is anefficientfile copy program.lt exploits the low-level disk
interface by remaoving artificial ordering constraints by improv-
ing disk schedulingthroughlarge schedulesby eliminatingdata
touchingby the CPU, andby performingall disk operationsasyn-
chronously

Givenalist of files, xcp works asfollows. First, it enumerates
andsortsthe disk blocksof all files andissuedarge,asynchronous
disk readsusing this schedule (If multiple instancesof xcp run
concurrentlythe disk driver will meige the schedules.pecond jt
createsnew files of the correctsize, overlappinginode and disk
block allocationwith thedisk readsFinally, asthedisk readscom-
plete, it constructdarge writes to the new disk blocks usingthe
buffer cacheentries.This strat@y eliminatesall copies;thefile is
DMAed into andout of thebuffer cacheby thedisk controller—the
CPUnevertoucheghedata.

xcp is a factorof threefasterthanthe copy program(cp) on
Xok/ExOSthat usesUNIX interfaces,irrespectve of whetherall
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files arein core (becausexcp doesnot touchthe data)or on disk
(becausexcp issuesdisk scheduleswith a minimum numberof
seeksandthelargestcontiguougangesof disk blocks).

Thefactthatthefile systemis anapplicationlibrary allows us
bothto have integrationwhenappropriateandto craftnew abstrac-
tionsasneededT hislatterability is especiallyprofitablefor thedisk
bothbecaus®f the high costof disk operationsandbecausef the
demonstratedeluctanceof operatingsystemsvendorsto provide
useful,simpleimprovementso their interfaces(e.g., prefetching,
asynchronouseadsandwrites, fine-grainedlisk restructuringand
“sync” operations).

7.3 The CheetahHTTP/1.0 Server

The exokernel architecturds well suitedto building fastseners
(e.g.,for NFS senersor web seners). Sener performances cru-
cial to client/serer applicationg23], andthel/O-centricnatureof
senersmalesoperatingsystem-basedptimizationsprofitable.

We have developedan extensiblel/O library (XIO) for fast
seners and a sampleapplicationthat usesit, the CheetahHTTP
sener. Thislibraryis designedo allow applicationwritersto exploit
domain-specifiknowledgeandto simplify theconstructiorof high-
performancesenersby removing the needto “trick” the operating
systeminto doing whatthe applicationrequires(e.g.,Harvest[7]
storescachedpagesin multiple directoriesto achiee fastname
lookup).

An HTTP sener’staskis simple:givenaclientrequestit finds
the appropriatedocumentand sendsit. The Cheetahweb sener
performsthe following setof optimizationsaswell asothersnot
listedhere.

MergedFile Cacheand RetransmissionPool. Cheetalavoids
allin-memorydatatouching(by theCPU)andtheneedor adistinct
TCPretransmissiopool by transmittingfile datadirectly from the
file cachausingprecomputedile checksumgwhicharestoredwith
eachfile). Dataaretransmittedandretransmittedif necessaryljo
theclientdirectly from thefile cachewithout CPUcopy operations.
(Pai etal. have alsousedthis techniqug34].)

Knowledge-basedPacket Merging. Cheetahexploits knowl-
edgeof its perrequesstatetransitiongo reducethe numberof 1/O
actionsit initiates.For example it avoidssendingedundantontrol
pacletsby delayingACKsonclientHTTP requestssinceit knows
it will be ableto piggy-backthemon the responseThis optimiza-
tion is particularly valuablefor small documentsizes,wherethe
reductionrepresents substantiafraction (e.g.,20%) of the total
numberof paclets.

HTML-based File Grouping. Cheetalto-locatesilesincluded
in anHTML documenty allocatingthemin disk blocksadjacent
to that file when possible. Whenthe file cachedoesnot capture
the majority of client requeststhis extensioncanimprove HTTP
throughputby up to afactorof two.

Figure3shavs HTTPrequesthroughpugsafunctionof there-
questedlocumensizefor five seners:the NCSA 1.4.2sener [32]
runningon OpenBSD2.0,the Harvestcache[7] runningon Open-
BSD 2.0, the basesoclet-basedsener runningon OpenBSD2.0
(i.e.,ourHTTP senerwithoutary optimizations)thebasesoclet-
basedsener runningon the Xok exokernelsystem(i.e.,our HTTP
sener without ary optimizationswith vanilla soclet andfile de-
scriptorimplementationfayeredover XI0), andtheCheetatsener
runningonthe Xok exokernel(i.e.,our HTTP sener with all opti-
mizationsenabled).

Figure3 providesseveralimportantpiecef information.First,
ourbaseHTTPsenerperformgoughlyaswell astheHarvestacte,
which hasbeenshavn to outperformmary otherHTTP senerim-
plementation®n general-purposeperatingsystemsBoth outper
form the NCSA sener. This gives us a reasonablestartingpoint
for evaluatingextensionsthat improve performanceSecond the
defaultsoclet andfile systemimplementation$uilt ontop of XIO
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Figure 3: HTTP documentthroughputas a function of the doc-
umentsize for several HTTP/1.0seners. NCSA/BSD represents
theNCSA/1.4.2sener runningon OpenBSDHarvest/BSDrepre-
sentsthe Hanestproxy cacherunningon OpenBSD Socket/BSD
representsour HTTP sener using TCP soclets on OpenBSD.
Socket/Xok representur HTTP sener using the TCP soclet
interface built on our extensible TCP/IP implementationon the
Xok exokernel.Cheetah/XokrepresenttheCheetatHTTP sener,
which exploitsthe TCP andfile systemimplementationgor speed.

performsignificantlybetterthanthe OpenBSDimplementationsf
thesameinterfaceqby 80-100%) Theimprovementtomegmnainly
from simple(thoughgenerallyvaluable)extensionssuchaspaclet
memging, application-leel cachingof pointersto file cacheblocks,
andprotocolcontrolblock reuse.

Third, andmostimportantly Cheetatsignificantlyoutperforms
thesenersthatusetraditionalinterfacesBy exploiting Xok’sexten-
sibility, Cheetalgainsa four times performancémprovementfor
smalldocument$l KByte andsmaller) makingit eighttimesfaster
thanthebestperformanceve couldachieve on OpenBSD Further
more, the large documentperformancdor Cheetahs limited by
theavailablenetwork bandwidth(three100Mbit/sEthernetsyather
thanby the sener hardware. While the soclet-basedmplementa-
tion is limited to only 16.5 MByte/s with 100% CPU utilization,
Cheetaldeliversover 29.3MByte/swith the CPUidle over 30%of
thetime. The extensibility of ExOS’s default unprivileged TCP/IP
andfile systemimplementationsnadeit possibleto achieve these
performancémprovementsncrementallyandwith low compleity.

Theoptimizationgperformedby Cheetatarearchitecturende-
pendentin Aegis, Cheetalobtainedsimilar performanceémprove-
mentsover Ultrix webseners[24].

8 Global Performance

Xok/ExOS5 decentralizatiorof resourcemanagemenallows the
performanceof individual applicationsto be improved, but Xok/
ExOSmustalsoguarantegoodglobal performancavhenrunning
multiple applicationsconcurrently The experimentsn this section
measurahe situationwherethe exokernelarchitectureseemspo-
tentiallyweak:undersubstantialoadwhereselfishapplicationsare
consuminglarge resourcesnd utilizing 1/0 devicesheaily. The
resultsindicatethat an exokernel can successfullyreconcilelocal
controlwith globalperformance.

Global performancéhasnot beenextensvely studied.We use
thetotal time to completea setof concurrentasksasa measuref
systenthroughputandthe minimumandthe maximumlateng of
individual applicationsasameasuref interactve performancefor
simplicity wecompareXok/ExOSsperformanceinderhighloadto
thatof FreeBSDjin theseexperimentsFreeBSDalwaysperforms
betterthan OpenBSD becausef OpenBSDs small, non-unified
buffer cache While this methodologydoesnot guaranteghat an
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Figure 4: Measuredglobal performanceof Xok/ExOS (the first
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givenrun (giving theworstlateng). Min is theminimum.
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exokernel can compareto ary centralizedsystem,it doesoffer a
usefulrelative metric.

The spaceof possiblecombinationsof applicationsto run is
large. The experimentsuserandomizatiorto ensurewe geta rea-
sonablesampleof this spaceTheinputsarea setof applicationgo
pick from, thetotal numberto run, andthe maximumnumberthat
canbe runningconcurrentlyEachexperimentmaintainsthe num-
berof concurrenprocesseatthe specifiednaximum.Theoutputs
arethetotal runningtime, giving throughput,andthetime to run
eachapplication.Poorinteractie performancewill shav up asa
high minimumlateng.

The first applicationpool includesa mix of 1/O-intensve and
CPU-intensie programspackarchive (pax-w), searchfor aword
in alargefile (grep),computeachecksummary timesover asmall
setof files (cksum) solve atraveling salesmaroblem(tsp),solve
iteratively alarge discreteLaplaceequationusingsuccessie over
relaxation(sor),countwords(wc), compile(gcc),compresggzip),
anduncompresggunzip). For this experiment,we choseapplica-
tions on which both Xok/ExOSandFreeBSDrun roughly equiva-
lently. Eachapplicationrunsfor atleastseveralsecondsndis run
in a separatelirectoryfrom the others(to avoid cooperatie buffer
cachereuse).The pseudo-randomumbergeneratorareidentical
and startwith the sameseed thus producingidentical schedules.
Theapplicationsve chosecompeteor the CPU, memory andthe
disk.

Figure4 shavs on a log scalethe resultsfor five differentex-
periments:sesen jobs with a maximum concurreng of one job
through 35 jobs with a maximumconcurreng of five jobs. The
resultsshav that an exokernel systemcan achiere performance
roughly comparableto UNIX, despitebeing mostly untunedfor
globalperformance.

With asecondapplicatiorpool,we examineglobalperformance
whenspecializedpplicationgdemulatedy applicationghatbene-
fit from C-FFSsperformancedwantagesfompetevith eachother
and non-specializedipplications.This pool includestsp and sor
from aborve, unpackarchive (pax-r) from Section6, recursve copy
(cp-r) from Section6, andcomparisor{diff) of two identical5 MB
files. Thepaxandcp applicationgepresenthespecializedpplica-
tions.

Figure5 shavs on alog scaletheresultsfor five experiments:
sevenjobswith amaximumconcurreng of onejob through35jobs
with amaximumconcurreng of 5jobs.Theresultsshav thatglobal
performanceon an exokernel systemdoesnot degradeeven when
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Figure5: Measuredjlobalperformancef Xok/ExOS(thefirst bar)
andFreeBSD(the secondbar), usingthe secondapplicationpool.
Methodologyandpresentatiomreasdescribedor Figure4.
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someapplicationsuseresourcesggressiely. In fact, the relative
performancelifferencebetweerFreeBSDandXok/ExOSincreases
with job concurreng.

The centralchallengein an exokernel systemis not enfocing
aglobalsystempolicy but, rather derivingtheinformationneeded
to decidewhat enforcementnvolvesanddoing soin sucha way
that applicationflexibility is minimally curtailed. Since an exo-
kernelcontrolsresourcellocationandrevocation,it hasthe power
to enforceglobalpolicies.Quota-basedchemesfor instancecan
be trivially enforcedusingonly allocationdenial and revocation.
Fortunately the crudenes®f successfublobal optimizationsal-
lows global schemedo be readily implementedby an exokernel.
For example, Xok currently tracks global LRU information that
applicationscanusewhendeallocatingesources.

We believe that an exokernel can provide global performance
superiorto currentsystemsFirst, effective local optimizationcan
meanthereare moreresourcedor the entire system.Secondan
exokernelgivesapplicationwritersmachineryto orchestraténter-
applicatiorresourcenanagemendllowingthemto performdomain-
specific global optimizationsnot possibleon currentcentralized
systems(e.g., the UNIX “make” programcould be modified to
orchestratehe completebuild process).Third, an exokernel can
unify the mary space-partitionedachesn currentsystemge.g.,
the buffer cache network buffers, etc.). Fourth, sinceapplications
canknow whenresourcesrescarcethey canmake betteruseof
resourcewhen layering abstractionsFor example,a web sener
thatcacheslocumentén virtual memorycouldstopcachingdocu-
mentswhenits cachedoesnotfit in mainmemory Futureresearch
will pursuetheseissues.

9 Experience

Over the pastthreeyears,we have built threeexokernel systems.
We distill our experienceby discussingthe clear adwantagesthe
costs,andlessondearnedrom building exokernelsystems.

9.1 Clear advantages

Exposingkernel data structur es.Allowing libOSesto mapkernel
andhardvaredatastructuresnto theiraddresspacess apowerful

extensibility mechanism(Of coursethesestructuresnustnotcon-
tainsensitve informationto whichtheapplicatiorlacksprivileges.)
Thebenefitsof mappingdatastructuresaretwo-fold. First,exposed
datastructuresanbeaccessedithout systencall overheadMore

importantly however, mappingthe datastructuredirectly allows

libOSesto make useof informationtheexokerneldid notanticipate
exporting.
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Becausexposediatastructureslonotconstituteawell-defined
API, softwarethat directly relieson them (e.g.,the hardware ab-
stractionlayerin a libOS) may needto be recompiledor modified
if the kernelchangesThis canbe seenasa disadwantage On the
otherhand codeaffectedby changesn exposediatastructureswill
typically residein dynamically-linkedlibOSes sothatapplications
neednot concernthemseleswith thesechangesMoreover, most
improvementsthat would require kernel modificationon a tradi-
tional operatingsystemsneedonly effect libOSeson exokernels.
Thisis oneof themainadwantage®f theexokernel,aslibOSescan
be modifiedanddehuggedconsiderablymore easilythankernels.
Finally, we expectmostchangeso theexokernelproperto bealong
thelines of new device driversor hardware-orientedunctionality
which exposenew structuregatherthanmodify existing ones.

In the end,someaggressie applicationamay not work across
all versionsof the exokernel,evenif they aredynamicallylinked.
This problemis nothing new, however. A numberof UNIX pro-
gramssuchas top, gated,Isof, and netstatalreadymake use of
private kernel data structuresthroughthe kernel memorydevice
/dev/ikmem . Administratorshave simplylearnedo reinstallthese
programsvhen&er majorkerneldatastructurechange.

Theuseof “wakeuppredicateshasforcefully drivenhomethe
adwantage®f exposingkerneldatastructuresFrequentlywe have
requiredunusualinformation aboutthe system.In all casesthis
informationwasalreadyprovided by thekerneldatastructures.

The CPU interface. The combinationof time slices, initia-
tion/terminationupcalls,and directedyields hasproven its value
repeatedly(Subsequertb ourwork, othershave foundtheseprim-
itivesuseful[14].) We have usedthe primitives for interprocess
communicationoptimization(e.g., two applicationscommunicat-
ing throughasharednessageueuecanyield to eachother),global
gang-schedulingandrobustcritical sectiongseebelow).

Libraries aresimplerthan kernels.The“edit, compile detug”
cycle of applicationss considerablyfasterthanthe “edit, compile,
reboot,dehug” cycle of kernels.A practicalbenefitof placingOS
functionalityin librariesis thatthe“reboot” is replacedy “relink.”
Accumulatedbver mary iterationsthisreplacementeduceslevel-
opmenttime substantiallyAdditionally, the factthatthelibrary is
isolatedfrom the restof the systemallows easydehugging of ba-
sic abstractionsUntrusteduserlevel senersin microkernel-based
systemslsohave this benefit.

9.2 Costs

Exokernelsarenotapanacearhissubsectiofists someof thecosts
we have encountered.

Exokernel interface designis not simple. Thegoalof anexo-
kernel systemis for privileged software to export interfacesthat
let unprvileged applicationsmanagetheir own resourcesAt the
sametime, theseinterfacesmustoffer rich enoughprotectionthat
libOSescanassurghemselesof invariantson high-level abstrac-
tions. It generallytakes several iterationsto obtaina satishctory
interface,asthe designerstrugglesto increasepower andremaove
unnecessarfunctionality while still providing the necessarjevel
of protection.Most of our major exokernel interfaceshave gone
throughmultiple designsover severalyears.

Information loss.Valuableinformationcanbe lost by imple-
mentingOSabstractionatapplicationevel. Forinstanceif virtual
memory and the file systemare completelyat applicationlevel,
the exokernel may be unableto distinguishpagesusedto cache
disk blocks and pagesusedfor virtual memory Glaze,the Fugu
exokernel,hastheadditionalcomplicatiorthatit cannotdistinguish
suchusedromthephysicalpagesisedor bufferingmessageiR9].
Frequently-usedthformationcanoftenbederivedwith little effort.
For example,if pagetablesare managedy the application,the
exokernelcanapproximatd RU pageorderingby trackingthein-
sertionof translationsnto the TLB. However, atthevery least this



inferencerequiresthought.

Self-paginglibOSes.Self-pagingis difficult (only a few com-
mercialoperatingsystemsagetheir kernel). Self-paginglibOSes
areeven moredifficult becausgpagingcanbe causedy external
entities(e.g.,the kerneltouchinga paged-outbuffer thata libOS
provided).Carefulplanningis necessario ensureghatlibOSescan
quickly selectandreturna pageto the exokernel,andthatthereis
afacility to swapin processewithoutknowledgeof theirinternals
(otherwisevirtual memorycustomizatiorwill beinfeasible).

9.3 Lessons

Provide spacefor application datain kernel structur es.LibOSes
areofteneasieto developif they canstoresharedstaten kerneldata
structuresln particular thisability cansimplify thetaskof locating
sharedstateandoftenavoidsawkward (andcomple) replicationof
indexing structuresat the applicationlevel. For example,Xok lets
libOSesusethe software-onlybits of pagetables greatlysimplify-
ing theimplementatiorof copy onwrite.

Fastapplicationsdo not requiregoodmicrobenchmarkper-
formance. The main benefitof an exokernelis not thatit makes
primitive operationfficient, but thatit givesapplicationscontrol
over expensve operationssuchas|/O. It is this controlthat gives
orderof magnitudeperformanceémprovementgo applicationsnot
fastsystemcalls.We hearily tunedAegis to achieve excellentmi-
crobenchmarlperformanceXok, onthe otherhand,is completely
untunedNeverthelessapplicationgerformwell.

Inexpensve critical sectionsare useful for LibOSes.In tra-
ditional OSesjnexpensve critical sectionanbeimplementedy
disablinginterruptg3]. ExOSimplementssuchcritical sectionsiy
disablingsoftwareinterrupts(e.g.,time slice terminationupcalls).
Using critical sectionsinsteadof locks removesthe needto com-
municateto managea lock, to trustsoftwareto acquireandrelease
locks correctly andto usecomplex algorithmsto reclaima lock
whenaprocesglieswhile still holdingit. Thisapproachasproven
to besimilarly usefulon the Fugumultiprocessorit is the basisof
Fugus fastmessag@assing.

Userlevel pagetablesare complex.If pagetablesaremigrated
to userlevel (ason Aegis), a concerteceffort mustbe madeto en-
surethattheusers TLB refill handlercanrunin unusuakituations.
The reasonis not performanceput that the naming context pro-
videdby virtual memorymappingss arequirementor mostuseful
operationsFor example,in the caseof dowvnloadedcoderunin an
interrupthandler if the kernelis not willing to allow application
codeto serviceTLB misseshentherearemary situationswhere
the codewill be unableto make progressUserlevel pagetables
madetheimplementatiorof libOSestricky on Aegis; sincethe x86
hashardwarepagetables thisissuedisappearedn Xok/ExOS.

Downloaded interrupt handlers are of questionableutility
on exokernels. Aegis useddownloadedcode extensvely in in-
terrupt servicing [44]. The two main benefitsare elimination of
kernelcrossingandfastupcallsto unschedulegrocesseghereby
reducingprocessindateny (e.g.,of send-responsstyle network
messagesPpn currentgeneratiorchips,hawever, thelateng of 110
devicesis largecomparedo theoverheadf kernelcrossingsmak-
ing thefirst benefitnggligible. The seconddoesnot requiredowvn-
loadingcode,only anupcallmechanismiln practice,t is thelatter
ability thatgivesus speed Downloadinginterrupthandlersseems
moreusefulon commerciabperatingsystemawith extremelyhigh
overheador kernelcrossinghanon exokernelsystemsilt is easier
to downloadinterrupthandlersnto anexistingcommerciaDSthan
to turnthecommercialOSinto anexokernelsystem.

Downloadedcodeis powerful. Downloadedcodeletstheker
nelleave decisiongo untrustedsoftware.We have foundthis dele-
gationinvaluablein mary placesThe mainbenefitof downloaded
codeis notexecutionspeedbutrathertrustandconseqentlypower:
The kernelcaninvoke downloadedcodein caseswhereit cannot
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trustapplicationcode.For example,paclet filters aredowvnloaded
code fragmentsusedby applicationsto claim incoming network

paclets.Becausehey arein thekernel,thekernelcaninspecthem
andverify thatthey do notstealpacletsintendedor otherapplica-
tions. The alternatve, askingeachapplicationif it claimsa given

paclet, is clearlyunworkable thekernelwould notknow how deci-

sionsweremadeandcouldnotguarante¢heircorrectnessinother
exampleis theuseof downloadedcodefor metadatanterpretation:
sincethekernelcanensurghat UDFsaredeterministicanddo not

changeit cantrusttheir outputwithout having to understanavhat
they do.

10 Conclusion

This paperevaluatesthe exokernel architectureproposedn [11].

It shavs how we built an exokernel systemthat separatespro-
tectionfrom managemento give untrustedsoftware control over
resourcananagemenur exokernelsystemgivessignificantper

formanceadwantages$o aggressiely-specializedpplicationsvhile
maintainingcompetitve performanceon unmodifiedUNIX appli-
cationsgvenunderheaily multitasledworkloads Exokernelsalso
simplify thejob of operatingsystemdevelopmentby allowing one
library operatingsystemto be developedand detuggedfrom an-
otheronerunningon the samemachine.The adwantageof rapid
operatingsystendevelopmenextendbeyondspecializedicheap-
plications.Thus,while somequestionsaboutthe full implications
of the exokernelarchitectureemainto be answeredit is a viable
approacththatoffersmary advantage®ver corventionalsystems.
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