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Linux Virtual Memory System
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▪ Virtual Memory Area

• A contiguous, page-aligned subset of the virtual address space

• VMAs are linked with a red-black tree for fast lookup of the region corresponding to 

any virtual address

• Described by a

vm_area_struct
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VM Area 1

page directory (PGD)

mm_struct 
vm_area_structtask_struct

mm map_count
pgd

mmap
mm_rb

VM Area 2

Virtual address space

vm_start
vm_end

vm_mm

vm_rb

vm_ops
vm_next

vm_area_struct
vm_start
vm_end

vm_mm

vm_rb

vm_ops
vm_next
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▪ Five-level address translation

• 5-level paging for Intel “Ice Lake” processors and beyond (57-bit virtual address)

• For 48-bit virtual address, the size of P4D is set to 1

Page
Directory
Base
(t->mm->pgd)

Page Upper
Directory Page Middle

Directory Page Table Page Frame

P4
Directory

Page Global
Directory

p4d pud pmd pte offsetpgd
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▪ To mitigate Meltdown vulnerability

▪ Separate page table for kernel

▪ Minimal kernel space for syscall,

page fault & interrupt handling

▪ Merged in 4.15

▪ CONFIG_PAGE_TABLE_ISOLATION=y

▪ Disabled by ‘nopti’ at boot time

▪ ASID becomes critical to the

performance

(NX)
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▪ A cache of pages in RAM

• From reads and writes of regular filesystem files, block device files, mmap’ed files, …

• Group cached pages belonging to the same inode

▪ Page cache lookup

• Each inode has a unique radix tree

• Key: <inode, page offset>

• The radix tree points to the 

cached page

• Fanout: 64 

(16 for small system)
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▪ For anonymous pages

▪ For file-backed pages

Active Anon Inactive Anon

MRU LRU MRU LRU

new page

no ref
Scan

swap
ref >= 1

Scan

Active File

new page (refault-distance > working-set size)

MRU LRU MRU LRU

Inactive File
ref <= 1

ScanScan

FS

new page (refault-distance <= working-set size)

ref > 1

ref >= 1 && code



Xv6 Virtual Memory System
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▪ Sv39:  page-based 39-bit virtual addressing

• 39-bit virtual address → 56-bit physical address

• 4KB page size

• Three-level page table

• satp register has the physical

address of the root page table 

• Each CPU has its own satp
register



4190.307: Operating Systems | Spring 2020 | Jin-Soo Kim (jinsoo.kim@snu.ac.kr) 12

▪ Sv39 page table entry

▪ Superpage support

• Any level of PTE may be a leaf PTE

• 2MB "megapages"

• 1GB "gigapages"
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▪ Xv6 uses only 38 bits for virtual addresses

• MAXVA = 238 – 1 = 0x3fffffffff

• p->pagetable points to the address of the root page table

▪ Guard page:  used to detect stack overflow

▪ Trampoline page:  contains the trap handler code

• Should be mapped at the same virtual address both in kernel 

page table and in every user page table

▪ Trapframe page:  used to save user registers

• Needs to be accessed before switching to the kernel page table

• Mapped to a per-process trapframe (p->tf) page in the kernel

0x00000000
user text

user data

user bss

trampoline
trapframe

MAXVA

guard page
user stack

user heap

p->sz
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▪ Xv6 uses KPTI:  the kernel has its own page table

▪ Identity mapping:  most of the kernel’s address is 

“direct-mapped” to physical memory

• The kernel is located at KERNBASE (0x80000000) in both 

the virtual address space and in physical memory

• I/O devices are mapped below KERNBASE

▪ Trampoline page is also mapped at the top of the 

kernel virtual address space

▪ Kernel stack pages:  preallocated and separated with 

a guard page. 

KERNBASE

end

kernel text

trampoline

kernel data

kernel bss

trampoline
guard page

Kstack 0

…

virtio disk
uart0

PLIC

CLINT

guard page
Kstack 1
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▪ Total amount of the physical memory is fixed to 128MB

• PHYSTOP = KERNBASE + 128 * 1024 * 1024 

(@ kernel/memlayout.h)

▪ Physical memory starts at 0x80000000

▪ Various I/O devices are mapped to physical addresses 

below 0x80000000

• Boot ROM

• Core-Local Interruptor (CLINT) 

• Platform-Level Interrupt Controller (PLIC)

• Console (uart0) 

• Disk (virtio)

kernel text

trampoline

kernel data

kernel bss
end

0x80000000

0x000000000x1000

0x02000000

0x0C000000

0x10000000
0x10001000

PHYSTOP

virtio disk
uart0

PLIC

CLINT

boot ROM

free pages
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kernel text

trampoline

kernel data

kernel bss
end

0x80000000

0x00000000

KERNBASE

end

kernel text

trampoline

kernel data

kernel bss

0x00000000
user text

user data

user bss

trampoline
trapframe

tf

User address space Kernel address space Physical address space

0x1000

0x02000000

0x0C000000

0x10000000
0x10001000

trampoline

PHYSTOP

guard page
Kstack 0

…

Kstack0

MAXVA

guard page
user stack

user heap

p->sz

virtio disk
uart0

PLIC

CLINT

virtio disk
uart0

PLIC

CLINT

boot ROM

guard page
Kstack 1

p->tf

p->kstack


